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An issue was discovered in Squid through 4.7. When Squid is parsing ESI, it keeps the ESI elements in ESIContext. ESICo
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Risk And Classification

Problem Types: CWE-787 | CWE-193

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.10 All All All
Canonical Ubuntu Linux 20.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.10 All All All
Canonical Ubuntu Linux 20.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Opensuse Leap 15.1 All All All
Opensuse Leap 15.1 All All All
Squid-cache Squid All All All All
Squid-cache Squid All All All All
Squid-cache Squid All All All All
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References

Reference Source Link Tags
[SECURITY] [DLA 2278-1] squid3 security update MLIST lists.debian.org Mailing List, Tt
January 2021 Squid Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com  Third Party Ad
squid/CVEs/CVE-2019-12521.txt - master - Jeriko One / Security - GitLab MISC gitlab.com Third Party Ad
[security-announce] openSUSE-SU-2020:0623-1: important: Security update SUSE lists.opensuse.org Mailing List, Tt
Squid: Multiple vulnerabilities (GLSA 202005-05) — Gentoo security GENTOO  security.gentoo.org  Third Party Ad
Debian -- Security Information -- DSA-4682-1 squid DEBIAN www.debian.org Third Party Ad
USN-4356-1: Squid vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com Third Party Ad
oss-security - [ADVISORY] SQUID-2019:12 Multiple issues in ESI Response processing  MLIST www.openwall.com  Mailing List, P¢
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ana
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159658 Oracle Enterprise Linux Security Update for squid:4 (ELSA-2020-4743)

296074 Oracle Solaris 11.4 Support Repository Update (SRU) 22.69.4 Missing (CPUAPR2020)
356292 Amazon Linux Security Advisory for squid : ALASSQUID4-2023-008

357357 Amazon Linux Security Advisory for squid : ALAS2-2024-2509

377360 Alibaba Cloud Linux Security Update for squid:4 (ALINUX3-SA-2022:0124)

940034 AlmaLinux Security Update for squid:4 (ALSA-2020:4743)

960867 Rocky Linux Security Update for squid:4 (RLSA-2020:4743)
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