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An issue was discovered in Squid 3.3.9 through 3.5.28 and 4.x through 4.7. When Squid is configured to use Digest authen
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Application

Application

References

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 29 All All All
Opensuse Leap 15.0 All All All
Opensuse Leap 15.1 All All All
Squid-cache Squid All All All All
Squid-cache Squid All All All All

Reference

[SECURITY] [DLA 2278-1] squid3 security update
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USN-4065-1: Squid vulnerabilities | Ubuntu security notices

[SECURITY] Fedora 29 Update: squid-4.8-2.fc29 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 1858-1] squid3 security update

[SECURITY] Fedora 29 Update: squid-4.8-2.fc29 - package-announce - Fedora Mailing-Lists
Commits - squid-cache/squid - GitHub

[security-announce] openSUSE-SU-2019:2540-1: important: Security update

Bugtraqg: [SECURITY] [DSA 4507-1] squid security update

[security-announce] openSUSE-SU-2019:2541-1: important: Security update
Debian -- Security Information -- DSA-4507-1 squid

Squid 4 changes

CVE Program record
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www.squid-cache.org/Versions/v4/changesets/squid-4-7f73e9c5d17664b882ed32590e6af3...
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Patch, 1

Patch, \

Vendor
canonic

canonic

-

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

356277 Amazon Linux Security Advisory for squid : ALASSQUID4-2023-007

356292 Amazon Linux Security Advisory for squid : ALASSQUID4-2023-008

377033 Alibaba Cloud Linux Security Update for squid (ALINUX2-SA-2020:0092)

377360 Alibaba Cloud Linux Security Update for squid:4 (ALINUX3-SA-2022:0124)

940334 AlmalLinux Security Update for squid:4 (ALSA-2020:2041)

960236 Rocky Linux Security Update for squid:4 (RLSA-2020:2041)
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296079 Oracle Solaris 11.4 Support Repository Update (SRU) 15.5.0 Missing (CPUOCT2019)
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