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A reflective Cross-site scripting (XSS) vulnerability in the free_time_failed.cgi CGI program in selected Zyxel ZyWall, USG,
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Hardware

Operating System

Vendor Product Version Update Edition Language
Zyxel Uag2100 - All All All
Zyxel Uag2100 - All All All
Zyxel Uag2100 Firmware All All All All
Zyxel Uag2100 Firmware All All All All
Zyxel Uag4100 - All All All
Zyxel Uag4100 - All All All
Zyxel Uag4100 Firmware All All All All
Zyxel Uag4100 Firmware All All All All
Zyxel Uag5100 - All All All
Zyxel Uag5100 - All All All
Zyxel Uag5100 Firmware All All All All
Zyxel Uag5100 Firmware All All All All
Zyxel Usg110 - All All All
Zyxel Usg110 - All All All
Zyxel Usg1100 - All All All
Zyxel Usg1100 - All All All
Zyxel Usg1100 Firmware All All All All
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Operating System Zyxel Usg110 Firmware All All All All

Hardware Zyxel Usg1900 - All All All

Hardware Zyxel Usg1900 - All All All

Operating System Zyxel Usg1900 Firmware All All All All

Hardware Zyxel Usg210 - All All All

Hardware Zyxel Usg210 - All All All

Operating System Zyxel Usg210 Firmware All All All All

Hardware Zyxel Usg2200-vpn - All All All

Hardware Zyxel Usg2200-vpn - All All All

Operating System Zyxel Usg2200-vpn Firmware All All All All

Hardware Zyxel Usg310 - All All All

Hardware Zyxel Usg310 - All All All

Operating System Zyxel Usg310 Firmware All All All All

Reference Source Link Tags

Reflected Cross-Site Scripting in Zyxel ZyWALL — SEC Consult MISC sec-consult.com Exploit, Patch, Third Party
Zyxel Gateways: Missing Access Control in Account Generator & XSS MISC n-thumann.de Exploit, Third Party Adviso
404 Error | ZyXEL MISC www.zyxel.com  Vendor Advisory

Zyxel security advisory for vulnerabilities related to the Free Time feature | Zyxel CONFIRM www.zyxel.com  Patch, Vendor Advisory
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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