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Summary

CVE CVE-2019-12589

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-03 03:29:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description In Firejail before 0.9.60, seccomp filters are writable inside the jail, leading to a lack of intended seccomp restrictions for a process that is joined to the jail after a filter has been modified by an attacker.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Firejail Project Firejail All All All All

Application Firejail Project Firejail All All All All

References

Reference Source Link Tags

seccomp bypass when joining existing jail · Issue #2718 · netblue30/firejail · GitHub MISC github.com Exploit, Patch, Third Party Advisory

Release Version 0.9.60 · netblue30/firejail · GitHub MISC github.com Release Notes, Third Party Advisory

[SECURITY] Fedora 30 Update: firejail-0.9.62-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 30 Update: firejail-0.9.62-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: firejail-0.9.62-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: firejail-0.9.62-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

mount runtime seccomp files read-only (#2602) · netblue30/firejail@eecf35c · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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