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Summary

CVE CVE-2019-12616

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-05 05:29:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description An issue was discovered in phpMyAdmin before 4.9.0. A vulnerability was found that allows an attacker to trigger a CSRF attack against a phpMyAdmin user. The attacker can trick the user, for instance through a broken <img> tag pointing at the victim's phpMyAdmin database, and the attacker can potentially deliver a payload (such as a specific INSERT or DELETE statement) to the victim.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpmyadmin Phpmyadmin All All All All

Application Phpmyadmin Phpmyadmin All All All All

References

Reference Source Link

[SECURITY] [DLA 1821-1] phpmyadmin security update MLIST lists.debian.org

phpMyAdmin CVE-2019-12616 Cross Site Request Forgery Vulnerability BID www.securityfocus.com

[SECURITY] Fedora 29 Update: php-phpmyadmin-sql-parser-4.3.2-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

phpMyAdmin - Security - PMASA-2019-4 CONFIRM www.phpmyadmin.net

[security-announce] openSUSE-SU-2019:1689-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] Fedora 30 Update: php-phpmyadmin-sql-parser-4.3.2-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[security-announce] openSUSE-SU-2019:1861-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] Fedora 29 Update: php-phpmyadmin-sql-parser-4.3.2-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

phpMyAdmin 4.8 Cross Site Request Forgery ≈ Packet Storm MISC packetstormsecurity.com

[SECURITY] Fedora 30 Update: php-phpmyadmin-sql-parser-4.3.2-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

phpMyAdmin - Security MISC www.phpmyadmin.net

CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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501154 Alpine Linux Security Update for phpmyadmin

505237 Alpine Linux Security Update for phpmyadmin
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