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Summary

CVE CVE-2019-12658

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-25 21:15:00 UTC

Updated 2020-10-08 14:06:00 UTC

Description A vulnerability in the filesystem resource management code of Cisco IOS XE Software could allow an unauthenticated, remote attacker to exhaust filesystem resources on an affected device and cause a denial of service (DoS) condition. The vulnerability is due to ineffective management of the underlying filesystem resources. An attacker could exploit this vulnerability by performing specific actions that result in messages being sent to specific operating system log files. A successful exploit could allow the attacker to exhaust available filesystem space on an affected device. This could cause the device to crash and reload, resulting in a DoS condition for clients whose network traffic is transiting the device. Upon reload of the device, the impacted filesystem space is cleared, and the device will return to normal operation. However, continued exploitation of this vulnerability could cause subsequent forced crashes and reloads, which could lead to an extended DoS condition.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco 1100 Integrated Services R - All All All

Hardware Cisco 1100 Integrated Services R - All All All

Hardware Cisco 4221 Integrated Services R - All All All

Hardware Cisco 4221 Integrated Services R - All All All

Hardware Cisco 4321 Integrated Services R - All All All

Hardware Cisco 4321 Integrated Services R - All All All

Hardware Cisco 4331 Integrated Services R - All All All

Hardware Cisco 4331 Integrated Services R - All All All

Hardware Cisco 4351 Integrated Services R - All All All

Hardware Cisco 4351 Integrated Services R - All All All

Hardware Cisco 4431 Integrated Services R - All All All

Hardware Cisco 4431 Integrated Services R - All All All

Hardware Cisco 4451-x Integrated Services R - All All All

Hardware Cisco 4451-x Integrated Services R - All All All

Hardware Cisco Asr 1000 - All All All

Hardware Cisco Asr 1000 - All All All

Hardware Cisco Asr 1001-hx R - All All All
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Hardware Cisco Asr 1001-hx R - All All All

Hardware Cisco Asr 1001-hx R - All All All

Hardware Cisco Asr 1001-x R - All All All

Hardware Cisco Asr 1001-x R - All All All

Hardware Cisco Asr 1002-hx R - All All All

Hardware Cisco Asr 1002-hx R - All All All

Hardware Cisco Asr 1002-x R - All All All

Hardware Cisco Asr 1002-x R - All All All

Hardware Cisco Asr 900 - All All All

Hardware Cisco Asr 900 - All All All

Hardware Cisco Asr 900 - All All All

Hardware Cisco Asr 900 - All All All

Hardware Cisco Asr 920-10sz-pd R - All All All

Hardware Cisco Asr 920-10sz-pd R - All All All

Hardware Cisco Asr 920-12cz-a R - All All All

Hardware Cisco Asr 920-12cz-a R - All All All

Hardware Cisco Asr 920-12cz-d R - All All All

Hardware Cisco Asr 920-12cz-d R - All All All

Hardware Cisco Asr 920-12sz-im R - All All All

Hardware Cisco Asr 920-12sz-im R - All All All

Hardware Cisco Asr 920-24sz-im R - All All All

Hardware Cisco Asr 920-24sz-im R - All All All

Hardware Cisco Asr 920-24sz-m R - All All All

Hardware Cisco Asr 920-24sz-m R - All All All

Hardware Cisco Asr 920-24tz-m R - All All All

Hardware Cisco Asr 920-24tz-m R - All All All

Hardware Cisco Asr 920-4sz-a R - All All All

Hardware Cisco Asr 920-4sz-a R - All All All

Hardware Cisco Asr 920-4sz-d R - All All All

Hardware Cisco Asr 920-4sz-d R - All All All
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Hardware Cisco Catalyst 3650-48pq-l - All All All
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References

Reference Source Link Tags

Cisco IOS XE Software Filesystem Exhaustion Denial of Service Vulnerability CISCO tools.cisco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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