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CVE CVE-2019-12730
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2019-06-04 14:29:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description aa_read_header in libavformat/aadec.c in FFmpeg before 3.2.14 and 4.x before 4.1.4 does not check for sscanf failure and

| 1|

Risk And Classification

Problem Types: CWE-908

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Ffmpeg Ffmpeg All
Application Ffmpeg Ffmpeg All

Update
All

All

Edition Language
All All
All All

References

Reference

avformat/aadec: Check for scanf() failure - FFmpeg/FFmpeg@ed188f6 - GitHub
Comparing a97ea53...ba11e40 - FFmpeg/FFmpeg - GitHub

Bugtraqg: [SECURITY] [DSA 4502-1] ffmpeg security update
USN-4431-1: FFmpeg vulnerabilities | Ubuntu security notices | Ubuntu
FFmpeg CVE-2019-12730 Security Bypass Vulnerability

Debian -- Security Information -- DSA-4502-1 ffmpeg

git.ffmpeg.org Git - ffmpeg.git/shortlog

FFmpeg: Multiple vulnerabilities (GLSA 202003-65) — Gentoo security
git.ffmpeg.org Git - ffmpeg.git/commit

CVE Program record

NVD vulnerability detail

1

Source

MISC

MISC

BUGTRAQ

UBUNTU

BID

DEBIAN

CONFIRM

GENTOO

CONFIRM

CVE.ORG

NVD

Link Tags

github.com Patch, Third Party /
github.com Third Party Advisor
seclists.org

usn.ubuntu.com
www.securityfocus.com
www.debian.org

git.ffmpeg.org

security.gentoo.org

git.ffmpeg.org

WWW.CVe.org canonical

nvd.nist.gov canonical, analysis
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https://cve.report/
https://cve.report/CVE-2019-12730/mitre
https://cve.report/CVE-2019-12730/nist
https://cve.report/CVE-2019-12730/cve_org
https://cve.report/api/cve/CVE-2019-12730.json
https://cve.report/CVE-2019-12730.pdf
http://cve.report/vendor/ffmpeg
http://cve.report/software/ffmpeg/ffmpeg
http://cve.report/vendor/ffmpeg
http://cve.report/software/ffmpeg/ffmpeg
https://github.com/FFmpeg/FFmpeg/commit/ed188f6dcdf0935c939ed813cf8745d50742014b
https://github.com/FFmpeg/FFmpeg/compare/a97ea53...ba11e40
https://seclists.org/bugtraq/2019/Aug/30
https://usn.ubuntu.com/4431-1/
http://www.securityfocus.com/bid/109317
https://www.debian.org/security/2019/dsa-4502
https://git.ffmpeg.org/gitweb/ffmpeg.git/shortlog/n4.1.4
https://security.gentoo.org/glsa/202003-65
https://git.ffmpeg.org/gitweb/ffmpeg.git/commit/9b4004c054964a49c7ba44583f4cee22486dd8f2
https://www.cve.org/CVERecord?id=CVE-2019-12730
https://nvd.nist.gov/vuln/detail/CVE-2019-12730

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500906 Alpine Linux Security Update for ffmpeg
502276 Alpine Linux Security Update for ffmpeg4
504749 Alpine Linux Security Update for ffmpeg

504767 Alpine Linux Security Update for ffmpeg4
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