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Summary

CVE CVE-2019-12775

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-07 16:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description An issue was discovered on the ENTTEC Datagate MK2, Storm 24, Pixelator, and E-Streamer MK2 with firmware 70044_update_05032019-482. They allow high-privileged root access by www-data via sudo without requiring appropriate access control. (Furthermore, the user account that controls the web application service is granted full access to run any system commands with elevated privilege, without the need for password authentication. Should vulnerabilities be identified and exploited within the web application, it may be possible for a threat actor to create or run high-privileged binaries or executables that are available within the operating system of the device.)

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Enttec Datagate Mk2 - All All All

Hardware Enttec Datagate Mk2 - All All All

Operating System Enttec Datagate Mk2 Firmware 70044 05032019-482 All All

Operating System Enttec Datagate Mk2 Firmware 70044 05032019-482 All All

Hardware Enttec E-streamer Mk2 - All All All

Hardware Enttec E-streamer Mk2 - All All All

Operating System Enttec E-streamer Mk2 Firmware 70044 05032019-482 All All

Operating System Enttec E-streamer Mk2 Firmware 70044 05032019-482 All All

Hardware Enttec Pixelator - All All All

Hardware Enttec Pixelator - All All All

Operating System Enttec Pixelator Firmware 70044 05032019-482 All All

Operating System Enttec Pixelator Firmware 70044 05032019-482 All All

Hardware Enttec Storm 24 - All All All

Hardware Enttec Storm 24 - All All All

Operating System Enttec Storm 24 Firmware 70044 05032019-482 All All

Operating System Enttec Storm 24 Firmware 70044 05032019-482 All All
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References

Reference Source Link Tags

Mogozobo » (0-days) ENTTEC Lighting Controllers Vulnerabilities MISC www.mogozobo.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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