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Summary

CVE CVE-2019-12781

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-01 14:15:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description An issue was discovered in Django 1.11 before 1.11.22, 2.1 before 2.1.10, and 2.2 before 2.2.3. An HTTP request is not redirected to HTTPS when the SECURE_PROXY_SSL_HEADER and SECURE_SSL_REDIRECT settings are used, and the proxy connects to Django via HTTPS. In other words, django.http.HttpRequest.scheme has incorrect behavior when a client uses HTTP.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Djangoproject Django All All All All

Application Djangoproject Django All All All All
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Reference Source Link

Django security releases issued: 2.2.3, 2.1.10 and 1.11.22 | Weblog | Django CONFIRM www.djangoproject.com

CVE-2019-12781 Django Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com
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Archive of security issues | Django documentation | Django MISC docs.djangoproject.com

oss-security - Django: CVE-2019-12781: Incorrect HTTP detection with reverse-proxy connecting via HTTPS MLIST www.openwall.com

[SECURITY] Fedora 30 Update: python-django-2.1.10-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Debian -- Security Information -- DSA-4476-1 python-django DEBIAN www.debian.org

Django CVE-2019-12781 Information Disclosure Vulnerability BID www.securityfocus.com

[security-announce] openSUSE-SU-2019:1839-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] Fedora 30 Update: python-django-2.1.10-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Google Groups groups.google.com

Bugtraq: [SECURITY] [DSA 4476-1] python-django security update BUGTRAQ seclists.org

USN-4043-1: Django vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

Google Groups MISC groups.google.com

[security-announce] openSUSE-SU-2019:1872-1: moderate: Security update f SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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