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Summary

CVE CVE-2019-12802

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-13 21:29:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description In radare2 through 3.5.1, the rcc_context function of libr/egg/egg_lang.c mishandles changing context. This allows remote attackers to cause a denial of service (application crash) or possibly have unspecified other impact (invalid memory access in r_egg_lang_parsechar; invalid free in rcc_pusharg).

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Radare Radare2 All All All All

References

Reference Source Link Tags

[SECURITY] Fedora 30 Update: cutter-re-1.8.3-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 30 Update: cutter-re-1.8.3-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Ragg2 Lacks Boundary Check when Changing Context · Issue #14296 · radareorg/radare2 · GitHub MISC github.com Exploit, Patch, Third Party Advisory

[SECURITY] Fedora 29 Update: radare2-3.6.0-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 29 Update: radare2-3.6.0-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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