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Summary

CVE CVE-2019-12815

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-19 23:15:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description An arbitrary file copy vulnerability in mod_copy in ProFTPD up to 1.3.5b allows for remote code execution and information disclosure without authentication, a related issue to CVE-2015-3306.

Risk And Classification

Problem Types: CWE-755

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Proftpd Proftpd All All All All

Hardware Siemens Simatic Cp 1543-1 - All All All

Operating System Siemens Simatic Cp 1543-1 Firmware All All All All
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Reference Source

[security-announce] openSUSE-SU-2020:0031-1: moderate: Security update f SUSE

ProFTPD 'mod_copy' Remote Code Execution Vulnerability BID

Bugtraq: [SECURITY] [DSA 4491-1] proftpd-dfsg security update BUGTRAQ

Debian -- Security Information -- DSA-4491-1 proftpd-dfsg DEBIAN

[security-announce] openSUSE-SU-2019:1870-1: important: Security update SUSE

[security-announce] openSUSE-SU-2019:1836-1: important: Security update SUSE
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[SECURITY] Fedora 30 Update: proftpd-1.3.6-21.fc30 - package-announce - Fedora Mailing-Lists

Bug 4372 – SITE CPFR/CPTO do not honor <Limit> configurations MISC

ProFTPD: Remote code execution (GLSA 201908-16) — Gentoo security GENTOO

Bug #4372: Ensure that mod_copy checks for <Limits> for its SITE CPFR… by Castaglia · Pull Request #816 · proftpd/proftpd · GitHub MISC

[SECURITY] Fedora 30 Update: proftpd-1.3.6-21.fc30 - package-announce - Fedora Mailing-Lists FEDORA

cert-portal.siemens.com/productcert/pdf/ssa-940889.pdf CONFIRM

[SECURITY] Fedora 29 Update: proftpd-1.3.6-21.fc29 - package-announce - Fedora Mailing-Lists FEDORA

tbspace - ProFTPd CVE-2019-12815 MISC

[SECURITY] [DLA 1873-1] proftpd-dfsg security update MLIST

[SECURITY] Fedora 29 Update: proftpd-1.3.6-21.fc29 - package-announce - Fedora Mailing-Lists

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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710144 Gentoo Linux ProFTPD Remote code execution Vulnerability (GLSA 201908-16)
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