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Risk And Classification

Modules.cpp in ZNC before 1.7.4-rc1 allows remote authenticated non-admin users to escalate privileges and execute arbit
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Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application Znc

Vendor

Product Version Update

Znc All All

Edition

All

Language

All

References

Reference

[SECURITY] Fedora 31 Update:
[SECURITY] Fedora 29 Update:
Comparing be1b6bc...d1997d6 -
[SECURITY] Fedora 31 Update:
[SECURITY] Fedora 30 Update:
[SECURITY] Fedora 29 Update:

[SECURITY] Fedora 30 Update:

znc-1.7.5-1.fc31 - package-announce - Fedora Mailing-Lists
znc-1.7.4-4.fc29 - package-announce - Fedora Mailing-Lists
znc/zne - GitHub

znc-1.7.5-1.1c31 - package-announce - Fedora Mailing-Lists
znc-1.7.5-1.fc30 - package-announce - Fedora Mailing-Lists
znc-1.7.4-4.fc29 - package-announce - Fedora Mailing-Lists

znc-1.7.5-1.fc30 - package-announce - Fedora Mailing-Lists

[security-announce] openSUSE-SU-2019:1775-1: important: Security update

USN-4044-1: ZNC vulnerability | Ubuntu security notices | Ubuntu

Bugtrag: [SECURITY] [DSA 4463-1] znc security update

[security-announce] openSUSE-SU-2019:1859-1: important: Security update

Fix remote code execution and privilege escalation vulnerability. - znc/znc@8de9e37 - GitHub

[SECURITY] [DLA 1830-1] znc security update
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ZNC: Privilege escalation (GLSA 201908-15) — Gentoo security GENTOO  security.gentoo.org
CVE Program record CVE.ORG www.cve.org canonic

NVD vulnerability detail NVD nvd.nist.gov canonic
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501338 Alpine Linux Security Update for znc
505600 Alpine Linux Security Update for znc

710145 Gentoo Linux ZNC Privilege escalation Vulnerability (GLSA 201908-15)
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