
CVE-2019-12839
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2019-12839

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-15 20:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description In OrangeHRM 4.3.1 and before, there is an input validation error within admin/listMailConfiguration (txtSendmailPath parameter) that allows authenticated attackers to achieve arbitrary command execution.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Orangehrm Orangehrm All All All All

References

Reference Source Link Tags

OHRM-351: sendmail configuration change by Damith88 · Pull Request #528 · orangehrm/orangehrm · GitHub MISC github.com Patch, Third Party Advisory

Arbitrary Command Execution in latest OrangeHRM platform – Chi Tran MISC ctrsec.io Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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