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Summary

CVE CVE-2019-12900

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-19 23:15:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description BZ2_decompress in decompress.c in bzip2 through 1.0.6 has an out-of-bounds write when there are many selectors.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bzip Bzip2 All All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Freebsd Freebsd 11.2 - All All

Operating System Freebsd Freebsd 11.2 p10 All All

Operating System Freebsd Freebsd 11.2 p11 All All

Operating System Freebsd Freebsd 11.2 p12 All All

Operating System Freebsd Freebsd 11.2 p2 All All

Operating System Freebsd Freebsd 11.2 p3 All All

Operating System Freebsd Freebsd 11.2 p4 All All

Operating System Freebsd Freebsd 11.2 p5 All All

Operating System Freebsd Freebsd 11.2 p6 All All

Operating System Freebsd Freebsd 11.2 p7 All All
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Operating System Freebsd Freebsd 11.2 p8 All All

Operating System Freebsd Freebsd 11.2 p9 All All

Operating System Freebsd Freebsd 11.2 rc3 All All

Operating System Freebsd Freebsd 11.3 - All All

Operating System Freebsd Freebsd 11.3 p1 All All

Operating System Freebsd Freebsd 12.0 - All All

Operating System Freebsd Freebsd 12.0 p1 All All

Operating System Freebsd Freebsd 12.0 p2 All All

Operating System Freebsd Freebsd 12.0 p3 All All

Operating System Freebsd Freebsd 12.0 p4 All All

Operating System Freebsd Freebsd 12.0 p5 All All

Operating System Freebsd Freebsd 12.0 p6 All All

Operating System Freebsd Freebsd 12.0 p7 All All

Operating System Freebsd Freebsd 12.0 p8 All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Application Python Python All All All All

References

Reference Source Link

USN-4146-1: ClamAV vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

myF5 support.f5.com

[SECURITY] [DLA 1833-1] bzip2 security update MLIST lists.debian.org

Pony Mail! lists.apache.org

USN-4146-2: ClamAV vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

[SECURITY] [DLA 1953-2] clamav regression update MLIST lists.debian.org

Slackware Security Advisory - bzip2 Updates ≈ Packet Storm MISC packetstormsecurity.com

support.f5.com/csp/article/K68713584 CONFIRM support.f5.com

Pony Mail! MLIST lists.apache.org

FreeBSD Security Advisory - FreeBSD-SA-19:18.bzip2 ≈ Packet Storm MISC packetstormsecurity.com

[SECURITY] [DLA 1953-1] clamav security update MLIST lists.debian.org

Pony Mail! MLIST lists.apache.org

Oracle Critical Patch Update Advisory - October 2020 MISC www.oracle.com

[SECURITY] [DLA 1833-2] bzip2 regression update MLIST lists.debian.org

[flink-user] 20210717 Re: Flink 1.13.1 - Vulnerabilities CVE-2019-12900 for librocksdbjni lists.apache.org

Bugtraq: [slackware-security] bzip2 (SSA:2019-195-01) BUGTRAQ seclists.org

http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/python
http://cve.report/software/python/python
https://usn.ubuntu.com/4146-1/
https://support.f5.com/csp/article/K68713584?utm_source=f5support&amp%253Butm_medium=RSS
https://lists.debian.org/debian-lts-announce/2019/06/msg00021.html
https://lists.apache.org/thread.html/rda98305669476c4d90cc8527c4deda7e449019dd1fe9936b56671dd4%2540%253Cuser.flink.apache.org%253E
https://usn.ubuntu.com/4146-2/
https://lists.debian.org/debian-lts-announce/2019/10/msg00018.html
http://packetstormsecurity.com/files/153644/Slackware-Security-Advisory-bzip2-Updates.html
https://support.f5.com/csp/article/K68713584?utm_source=f5support&amp;utm_medium=RSS
https://lists.apache.org/thread.html/ra0adb9653c7de9539b93cc8434143b655f753b9f60580ff260becb2b@%253Cusers.kafka.apache.org%253E
http://packetstormsecurity.com/files/153957/FreeBSD-Security-Advisory-FreeBSD-SA-19-18.bzip2.html
https://lists.debian.org/debian-lts-announce/2019/10/msg00012.html
https://lists.apache.org/thread.html/rda98305669476c4d90cc8527c4deda7e449019dd1fe9936b56671dd4@%253Cuser.flink.apache.org%253E
https://www.oracle.com/security-alerts/cpuoct2020.html
https://lists.debian.org/debian-lts-announce/2019/07/msg00014.html
https://lists.apache.org/thread.html/rce8cd8c30f60604b580ea01bebda8a671a25c9a1629f409fc24e7774%2540%253Cuser.flink.apache.org%253E
https://seclists.org/bugtraq/2019/Jul/22


[security-announce] openSUSE-SU-2019:1918-1: important: Security update SUSE lists.opensuse.org

Make sure nSelectors is not out of range (74de1e2e) · Commits · Federico Mena Quintero / bzip2 · GitLab MISC gitlab.com

USN-4038-2: bzip2 vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

Pony Mail! MLIST lists.apache.org

[security-announce] openSUSE-SU-2019:1781-1: important: Security update SUSE lists.opensuse.org

USN-4038-1: bzip2 vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

Bugtraq: FreeBSD Security Advisory FreeBSD-SA-19:18.bzip2 BUGTRAQ seclists.org

FreeBSD-SA-19:18 FREEBSD security.FreeBSD.org

Pony Mail! lists.apache.org

[security-announce] openSUSE-SU-2019:2595-1: moderate: Security update f SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2019:2597-1: moderate: Security update f SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |

20288 Oracle Database 19c Critical OJVM Patch Update - October 2020

20297 Oracle Database 18c Critical OJVM Patch Update - October 2020

20313 Oracle Database 12.2.0.1 Critical OJVM Patch Update - October 2020

296080 Oracle Solaris 11.4 Support Repository Update (SRU) 13.4.0 Missing (CPUJUL2019)

352403 Amazon Linux Security Advisory for bzip2: ALAS2-2021-1652

500085 Alpine Linux Security Update for bzip2

503758 Alpine Linux Security Update for bzip2

750483 OpenSUSE Security Update for clamav (openSUSE-SU-2020:2276-1)

750485 OpenSUSE Security Update for clamav (openSUSE-SU-2020:2268-1)

900017 CBL-Mariner Linux Security Update for bzip2 1.0.6

902347 Common Base Linux Mariner (CBL-Mariner) Security Update for python3 (9946)

902500 Common Base Linux Mariner (CBL-Mariner) Security Update for python3 (9946-1)

902869 Common Base Linux Mariner (CBL-Mariner) Security Update for bzip2 (1947)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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