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Summary

CVE CVE-2019-12919

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-20 19:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description On Shenzhen Cylan Clever Dog Smart Camera DOG-2W and DOG-2W-V4 devices, an attacker on the local network has unauthenticated access to the internal SD card via the HTTP service on port 8000. The HTTP web server on the camera allows anyone to view or download the video archive recorded and saved on the external memory card attached to the device.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cylan Clever Dog Smart Camera Panorama Dog-2w - All All All

Hardware Cylan Clever Dog Smart Camera Panorama Dog-2w - All All All

Operating System Cylan Clever Dog Smart Camera Panorama Dog-2w Firmware - All All All

Operating System Cylan Clever Dog Smart Camera Panorama Dog-2w Firmware - All All All

Hardware Cylan Clever Dog Smart Camera Plus Dog-2w-v4 - All All All

Hardware Cylan Clever Dog Smart Camera Plus Dog-2w-v4 - All All All

Operating System Cylan Clever Dog Smart Camera Plus Dog-2w-v4 Firmware - All All All

Operating System Cylan Clever Dog Smart Camera Plus Dog-2w-v4 Firmware - All All All

References

Reference Source Link

CleverDog Smart Camera DOG-2W / DOG-2W-V4 - Multiple Vulnerabilities - Hardware webapps Exploit MISC www.exploit-db.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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