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State PUBLIC
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Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-13 13:15:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description A CSRF issue in phpMyAdmin 4.9.0.1 allows deletion of any server in the Setup page.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 29 All All All
Operating System Fedoraproject Fedora 30 All All All
Operating System Fedoraproject Fedora 31 All All All
Application Phpmyadmin Phpmyadmin All All All All

References |
Reference Source Link
phpMyAdmin 4.9.0.1 - Cross-Site Request Forgery - PHP webapps Exploit EXPLOIT-DB  www.exploit-db.com
Full Disclosure: phpMyAdmin 4.9.0.1 - Cross-Site Request Forgery MISC seclists.org
[security-announce] openSUSE-SU-2019:2211-1: moderate: Security update f SUSE lists.opensuse.org
[SECURITY] Fedora 29 Update: phpMyAdmin-4.9.1-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.or
[SECURITY] Fedora 31 Update: phpMyAdmin-4.9.1-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.or:
[SECURITY] Fedora 29 Update: phpMyAdmin-4.9.1-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.or
[SECURITY] Fedora 30 Update: phpMyAdmin-4.9.1-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.or:
[SECURITY] Fedora 30 Update: phpMyAdmin-4.9.1-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.or
[security-announce] openSUSE-SU-2020:0056-1: important: Security update SUSE lists.opensuse.org
Require POST method to delete servers in Setup - phpmyadmin/phpmyadmin@427fbed - GitHub MISC github.com

AAA NhAanaal A~ Antvian fAar. mhimnmairadmin fahmmai i Aad A R AN TANA AAN Nl

¥ 1{ata)

it AAnA


https://cve.report/
https://cve.report/CVE-2019-12922/mitre
https://cve.report/CVE-2019-12922/nist
https://cve.report/CVE-2019-12922/cve_org
https://cve.report/CVE-2019-12922.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
https://www.exploit-db.com/exploits/47385
http://seclists.org/fulldisclosure/2019/Sep/23
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00078.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/YCB3PTGHZ7AJCM6BKCQRRP6HG3OKYCMN/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/PBLBE6CSC2ZLINIRBUU5XBLXYVBTF3KA/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/YCB3PTGHZ7AJCM6BKCQRRP6HG3OKYCMN/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/QJ5BW2VEMD2P23ZYRWHDBEQHOKGKGWD6/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/QJ5BW2VEMD2P23ZYRWHDBEQHOKGKGWD6/
http://lists.opensuse.org/opensuse-security-announce/2020-01/msg00024.html
https://github.com/phpmyadmin/phpmyadmin/commit/427fbed55d3154d96ecfc1c7784d49eaa3c04161
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phpMyAdmin 4.9.0.1 Cross Site Request Forgery ~ Packet Storm MISC packetstormsecurity.
[SECURITY] Fedora 31 Update: phpMyAdmin-4.9.1-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.or
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501155 Alpine Linux Security Update for phpmyadmin
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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