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Summary

CVE CVE-2019-12948

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-29 16:15:00 UTC

Updated 2019-08-06 17:11:00 UTC

Description A vulnerability in the web-based management interface of VVX, Trio, SoundStructure, SoundPoint, and SoundStation phones running Polycom UC Software, if exploited, could allow an authenticated, remote attacker with admin privileges to cause a denial of service (DoS) condition or execute arbitrary code.

Risk And Classification

Problem Types: CWE-749

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Polycom C12 - All All All

Hardware Polycom C12 - All All All

Hardware Polycom C16 - All All All

Hardware Polycom C16 - All All All

Hardware Polycom C8 - All All All

Hardware Polycom C8 - All All All

Hardware Polycom Soundpoint Ip 300 - All All All

Hardware Polycom Soundpoint Ip 300 - All All All

Hardware Polycom Soundpoint Ip 301 - All All All

Hardware Polycom Soundpoint Ip 301 - All All All

Hardware Polycom Soundpoint Ip 320 - All All All

Hardware Polycom Soundpoint Ip 320 - All All All

Hardware Polycom Soundpoint Ip 321 - All All All

Hardware Polycom Soundpoint Ip 321 - All All All

Hardware Polycom Soundpoint Ip 330 - All All All

Hardware Polycom Soundpoint Ip 330 - All All All

Hardware Polycom Soundpoint Ip 331 - All All All
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Hardware Polycom Soundpoint Ip 331 - All All All

Hardware Polycom Soundpoint Ip 331 - All All All

Hardware Polycom Soundpoint Ip 335 - All All All

Hardware Polycom Soundpoint Ip 335 - All All All

Hardware Polycom Soundpoint Ip 430 - All All All

Hardware Polycom Soundpoint Ip 430 - All All All

Hardware Polycom Soundpoint Ip 450 - All All All

Hardware Polycom Soundpoint Ip 450 - All All All

Hardware Polycom Soundpoint Ip 500 - All All All

Hardware Polycom Soundpoint Ip 500 - All All All

Hardware Polycom Soundpoint Ip 501 - All All All

Hardware Polycom Soundpoint Ip 501 - All All All

Hardware Polycom Soundpoint Ip 550 - All All All

Hardware Polycom Soundpoint Ip 550 - All All All

Hardware Polycom Soundpoint Ip 560 - All All All

Hardware Polycom Soundpoint Ip 560 - All All All

Hardware Polycom Soundpoint Ip 600 - All All All

Hardware Polycom Soundpoint Ip 600 - All All All

Hardware Polycom Soundpoint Ip 601 - All All All

Hardware Polycom Soundpoint Ip 601 - All All All

Hardware Polycom Soundpoint Ip 650 - All All All

Hardware Polycom Soundpoint Ip 650 - All All All

Hardware Polycom Soundpoint Ip 670 - All All All

Hardware Polycom Soundpoint Ip 670 - All All All

Hardware Polycom Soundpoint Pro Se-220 - All All All

Hardware Polycom Soundpoint Pro Se-220 - All All All

Hardware Polycom Soundpoint Pro Se-225 - All All All

Hardware Polycom Soundpoint Pro Se-225 - All All All

Hardware Polycom Soundstation2 - All All All

Hardware Polycom Soundstation2 - All All All

Hardware Polycom Soundstation2w - All All All

Hardware Polycom Soundstation2w - All All All

Hardware Polycom Soundstation2 Avaya 2490 - All All All

Hardware Polycom Soundstation2 Avaya 2490 - All All All

Hardware Polycom Soundstation2 Direct Connect For Nortel - All All All

Hardware Polycom Soundstation2 Direct Connect For Nortel - All All All
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Hardware Polycom Soundstation Duo - All All All

Hardware Polycom Soundstation Duo - All All All

Hardware Polycom Soundstation Ip 4000 - All All All

Hardware Polycom Soundstation Ip 4000 - All All All

Hardware Polycom Soundstation Ip 5000 - All All All

Hardware Polycom Soundstation Ip 5000 - All All All

Hardware Polycom Soundstation Ip 6000 - All All All

Hardware Polycom Soundstation Ip 6000 - All All All

Hardware Polycom Soundstation Ip 7000 - All All All

Hardware Polycom Soundstation Ip 7000 - All All All

Hardware Polycom Soundstation Ip 7000 Video Integration - All All All

Hardware Polycom Soundstation Ip 7000 Video Integration - All All All

Hardware Polycom Soundstation Vtx 1000 - All All All

Hardware Polycom Soundstation Vtx 1000 - All All All

Hardware Polycom Trio 8500 - All All All

Hardware Polycom Trio 8500 - All All All

Hardware Polycom Trio 8800 - All All All

Hardware Polycom Trio 8800 - All All All

Operating System Polycom Unified Communications Software All All All All

Operating System Polycom Unified Communications Software All All All All

Operating System Polycom United Communications Software All All All All

Operating System Polycom United Communications Software All All All All

Hardware Polycom Vvx150 - All All All

Hardware Polycom Vvx150 - All All All

Hardware Polycom Vvx201 - All All All

Hardware Polycom Vvx201 - All All All

Hardware Polycom Vvx250 - All All All

Hardware Polycom Vvx250 - All All All

Hardware Polycom Vvx300 - All All All

Hardware Polycom Vvx300 - All All All

Hardware Polycom Vvx301 - All All All

Hardware Polycom Vvx301 - All All All

Hardware Polycom Vvx310 - All All All

Hardware Polycom Vvx310 - All All All

Hardware Polycom Vvx311 - All All All

Hardware Polycom Vvx311 - All All All
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Hardware Polycom Vvx311 - All All All

Hardware Polycom Vvx350 - All All All

Hardware Polycom Vvx350 - All All All

Hardware Polycom Vvx400 - All All All

Hardware Polycom Vvx400 - All All All

Hardware Polycom Vvx401 - All All All

Hardware Polycom Vvx401 - All All All

Hardware Polycom Vvx410 - All All All

Hardware Polycom Vvx410 - All All All

Hardware Polycom Vvx411 - All All All

Hardware Polycom Vvx411 - All All All

Hardware Polycom Vvx450 - All All All

Hardware Polycom Vvx450 - All All All

Hardware Polycom Vvx500 - All All All

Hardware Polycom Vvx500 - All All All

Hardware Polycom Vvx501 - All All All

Hardware Polycom Vvx501 - All All All

Hardware Polycom Vvx600 - All All All

Hardware Polycom Vvx600 - All All All

Hardware Polycom Vvx601 - All All All

Hardware Polycom Vvx601 - All All All

References

Reference Source Link Tags
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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