Summary
CVE
State
Assigner
Source Priority
Published
Updated

Description

VE-2019-12

MITRE NVD CVE.ORG Print: PDF %5

CVE-2019-12989

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2019-07-16 18:15:00 UTC

2020-03-30 15:34:00 UTC

Citrix SD-WAN 10.2.x before 10.2.3 and NetScaler SD-WAN 10.0.x before 10.0.8 allow SQL Injection.

Risk And Classification

EPSS: 0.915600000 probability, percentile 0.996700000 (date 2026-04-01)
CISA KEV: Listed on 2022-03-25; due 2022-04-15; ransomware use Unknown
Problem Types: CWE-89

CISA Known Exploited Vulnerability

Vendor

Product

Name

Required Action

Notes

Citrix

SD-WAN and NetScaler

Citrix SD-WAN and NetScaler SQL Injection Vulnerability
Apply updates per vendor instructions.

https://nvd.nist.gov/vuln/detail/CVE-2019-12989

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application

Application

Vendor

Citrix

Citrix

Citrix

Citrix

Product Version Update Edition Language
Netscaler Sd-wan All All All All
Netscaler Sd-wan All All All All
Sd-wan All All All All
Sd-wan All All All All

References

Reference

Source Link

Citrix SD-WAN Appliance Multiple Vulnerabilities - Research Advisory | Tenable® MISC www.tenable.com

nin S T S


https://cve.report/
https://cve.report/CVE-2019-12989/mitre
https://cve.report/CVE-2019-12989/nist
https://cve.report/CVE-2019-12989/cve_org
https://cve.report/CVE-2019-12989.pdf
http://cve.report/vendor/citrix
http://cve.report/software/citrix/netscaler_sd-wan
http://cve.report/vendor/citrix
http://cve.report/software/citrix/netscaler_sd-wan
http://cve.report/vendor/citrix
http://cve.report/software/citrix/sd-wan
http://cve.report/vendor/citrix
http://cve.report/software/citrix/sd-wan
https://www.tenable.com/security/research/tra-2019-32

vIidiorimnea rnegquest DIV WWW.SECUrILy10CuUs.Cor

Citrix SD-WAN Appliance 10.2.2 Authentication Bypass / Remote Command Execution ~ Packet Storm  MISC packetstormsecurity.cc
Citrix SD-WAN Multiple Security Updates MISC support.citrix.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

CISA Known Exploited Vulnerabilities catalog CISA WWW.Cisa.gov

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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