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Summary

CVE CVE-2019-13028

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-28 22:15:00 UTC

Updated 2019-07-05 18:33:00 UTC

Description An incorrect implementation of a local web server in eID client (Windows version before 3.1.2, Linux version before 3.0.3) allows remote attackers to execute arbitrary code (.cgi, .pl, or .php) or delete arbitrary files via a crafted HTML page. This is a product from the Ministry of Interior of the Slovak Republic.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Minv Electronic Identification Cards Client All All All All

Application Minv Electronic Identification Cards Client All All All All

Application Minv Electronic Identification Cards Client All All All All

Application Minv Electronic Identification Cards Client All All All All

References

Reference Source

Používateľom e-služieb automaticky aktualizujeme aplikáciu pre elektronický občiansky preukaz , Ministerstvo vnútra Slovenskej republiky MISC

CSIRT.SK MISC

www.csirt.gov.sk/doc/eid_klient_tlacova_sprava.pdf MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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