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Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-29 14:15:00 UTC
Updated 2023-11-07 03:03:00 UTC
Description mod_auth_mellon through 0.14.2 has an Open Redirect via the login?ReturnTo= substring, as demonstrated by omitting th¢
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Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Mod Auth Mellon Project Mod Auth Mellon All All All All

Application Oracle Zfs Storage Appliance Kit 8.8 All All All
References |

Reference Source Link

[SECURITY] Fedora 30 Update: mod_auth_mellon-0.15.0-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraprojec

[SECURITY] [DLA 3359-1] libapache2-mod-auth-mellon security update MLIST lists.debian.org

USN-4291-1: mod-auth-mellon vulnerability | Ubuntu security notices UBUNTU  usn.ubuntu.com

Oracle Critical Patch Update Advisory - April 2022 MISC www.oracle.com

[SECURITY] Fedora 31 Update: mod_auth_mellon-0.15.0-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraprojec

[SECURITY] Fedora 31 Update: mod_auth_mellon-0.15.0-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraprojec

Open Redirection issue - Issue #35 - Uninett/mod_auth_mellon - GitHub MISC github.com

[SECURITY] Fedora 30 Update: mod_auth_mellon-0.15.0-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraprojec
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

181628 Debian Security Update for libapache2-mod-auth-mellon (DLA 3359-1)

296066 Oracle Solaris 11.4 Support Repository Update (SRU) 40.107.3 Missing (CPUOCT2021)
377285 Alibaba Cloud Linux Security Update for mod_auth_mellon (ALINUX2-SA-2020:0062)
377582 Alibaba Cloud Linux Security Update for mod_auth_mellon (ALINUX3-SA-2022:0100)
671840 EulerOS Security Update for mod_auth_mellon (EulerOS-SA-2022-1903)

690029 Free Berkeley Software Distribution (FreeBSD) Security Update for mod_auth_mellon (7bba5b3b-1b7f-11ec-b335-
d4c9ef517024)

940002 AlmaLinux Security Update for mod_auth_mellon (ALSA-2020:1660)
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