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CVE CVE-2019-13045
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-29 14:15:00 UTC
Updated 2019-07-03 15:15:00 UTC
Description Irssi before 1.0.8, 1.1.x before 1.1.3, and 1.2.x before 1.2.1, when SASL is enabled, has a use after free when sending SAS

/ |
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Irssi Irssi All All All All

Application Irssi Irssi All All All All

Reference Source Link Tags
Bugtragq: [slackware-security] irssi (SSA:2019-180-01) BUGTRAQ seclists.org Mailing L
Slackware Security Advisory - irssi Updates =~ Packet Storm MISC packetstormsecurity.com  Third Par
[security-announce] openSUSE-SU-2019:1690-1: moderate: Security update f SUSE lists.opensuse.org Third Par
oss-security - Irssi 1.2.1/1.1.3/1.0.8: CVE-2019-13045 MLIST www.openwall.com Mailing L
USN-4046-1: Irssi vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

Merge pull request #1058 from ailin-nemui/sasl-reconnect - irssi/irssi@d23b0d2 - GitHub ~ MISC github.com Patch, Tt
[security-announce] openSUSE-SU-2019:1894-1: moderate: Security update f SUSE lists.opensuse.org

Irssi CVE-2019-13045 Denial of Service Vulnerability BID www.securityfocus.com
irssi.org/security/irssi_sa_2019_06.txt MISC irssi.org Vendor A
CVE Program record CVE.ORG www.cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov canonica
‘ |



https://cve.report/
https://cve.report/CVE-2019-13045/mitre
https://cve.report/CVE-2019-13045/nist
https://cve.report/CVE-2019-13045/cve_org
https://cve.report/CVE-2019-13045.pdf
http://cve.report/vendor/irssi
http://cve.report/software/irssi/irssi
http://cve.report/vendor/irssi
http://cve.report/software/irssi/irssi
https://seclists.org/bugtraq/2019/Jun/41
http://packetstormsecurity.com/files/153480/Slackware-Security-Advisory-irssi-Updates.html
http://lists.opensuse.org/opensuse-security-announce/2019-07/msg00004.html
http://www.openwall.com/lists/oss-security/2019/06/29/1
https://usn.ubuntu.com/4046-1/
https://github.com/irssi/irssi/commit/d23b0d22cc611e43c88d99192a59f413f951a955
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00030.html
http://www.securityfocus.com/bid/108998
https://irssi.org/security/irssi_sa_2019_06.txt
https://www.cve.org/CVERecord?id=CVE-2019-13045
https://nvd.nist.gov/vuln/detail/CVE-2019-13045

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296081 Oracle Solaris 11.4 Support Repository Update (SRU) 12.5.0 Missing (CPUJUL2019)
377578 Alibaba Cloud Linux Security Update for irssi (ALINUX3-SA-2022:0068)

500267 Alpine Linux Security Update for irssi

504031 Alpine Linux Security Update for irssi

940073 AlmaLinux Security Update for irssi (ALSA-2020:1616)

960232 Rocky Linux Security Update for irssi (RLSA-2020:1616)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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