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An issue was discovered in the server in OpenLDAP before 2.4.48. When the server administrator delegates rootDN (datak
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Apple Mac Os X All All All All
Apple Mac Os X 10.13.6 - All All
Apple Mac Os X 10.13.6 security_update_2018-002 All All
Apple Mac Os X 10.13.6 security_update_2018-003 All All
Apple Mac Os X 10.13.6 security_update_2019-001 All All
Apple Mac Os X 10.13.6 security_update_2019-002 All All
Apple Mac Os X 10.13.6 security_update_2019-003 All All
Apple Mac Os X 10.13.6 security_update_2019-004 All All
Apple Mac Os X 10.13.6 security_update_2019-005 All All
Apple Mac Os X 10.13.6 security_update_2019-006 All All
Apple Mac Os X 10.14.6 All All All
Apple Mac Os X 10.14.6 - All All
Apple Mac Os X 10.14.6 security_update_2019-001 All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
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Operating System Canonical Ubuntu Linux 19.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.04 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Mcafee Policy Auditor All All All All
Application Mcafee Policy Auditor 6.5.1 All All All
Application Openldap Openldap All All All All
Application Openldap Openldap All All All All
Operating System Opensuse Leap 15.0 All All All
Operating System Opensuse Leap 15.1 All All All
Application Oracle Blockchain Platform All All All All
Operating System Oracle Solaris 11 All All All
Application Oracle Zfs Storage Appliance Kit 8.8 All All All
Reference

Full Disclosure: APPLE-SA-2019-12-10-3 macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra
Oracle Critical Patch Update Advisory - April 2022

9038 — rootdn of any db can assert any identity

[security-announce] openSUSE-SU-2019:2157-1: moderate: Security update f

Security Bulletin - Policy Auditor update fixes multiple vulnerabilities in third-party libraries (CVE-2016-0718, CVE-2016-4472, CVE-2016-5300
About the security content of macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra - Apple Supj
USN-4078-2: OpenLDAP vulnerabilities | Ubuntu security notices | Ubuntu

[security-announce] openSUSE-SU-2019:2176-1: moderate: Security update f

USN-4078-1: OpenLDAP vulnerabilities | Ubuntu security notices | Ubuntu

OpenLDAP 2.4.48 available, LMDB 0.9.24 available

CVE-2019-13057 OpenLDAP Vulnerability in NetApp Products | NetApp Product Security

Oracle Critical Patch Update Advisory - April 2020

[SECURITY] [DLA 1891-1] openldap security update

Bugtrag: APPLE-SA-2019-12-10-3 macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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| Legacy QID Mappings

500478 Alpine Linux Security Update for openldap
504236 Alpine Linux Security Update for openldap

591406 Siemens SIMATIC S7-1500 CPU GNUY/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)

671071 EulerOS Security Update for openldap (EulerOS-SA-2019-2358)
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