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Summary

CVE CVE-2019-13074

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-03 21:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description A vulnerability in the FTP daemon on MikroTik routers through 6.44.3 could allow remote attackers to exhaust all available memory, causing the device to reboot because of uncontrolled resource management.

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mikrotik Ccr1009-7g-1c-1s - All All All

Hardware Mikrotik Ccr1009-7g-1c-1s Pc - All All All

Hardware Mikrotik Ccr1009-7g-1c-1s - All All All

Hardware Mikrotik Ccr1009-7g-1c-1s - All All All

Hardware Mikrotik Ccr1009-7g-1c-1s Pc - All All All

Hardware Mikrotik Ccr1009-7g-1c-1s Pc - All All All

Hardware Mikrotik Ccr1009-7g-1c-pc - All All All

Hardware Mikrotik Ccr1009-7g-1c-pc - All All All

Hardware Mikrotik Ccr1016-12g - All All All

Hardware Mikrotik Ccr1016-12g - All All All

Hardware Mikrotik Ccr1016-12s-1s - All All All

Hardware Mikrotik Ccr1016-12s-1s - All All All

Hardware Mikrotik Ccr1016-12s-1s - All All All

Hardware Mikrotik Ccr1036-12g-4s - All All All

Hardware Mikrotik Ccr1036-12g-4s - All All All

Hardware Mikrotik Ccr1036-12g-4s-em - All All All

Hardware Mikrotik Ccr1036-12g-4s-em - All All All
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Hardware Mikrotik Ccr1036-12g-4s-em - All All All

Hardware Mikrotik Ccr1036-8g-2s - All All All

Hardware Mikrotik Ccr1036-8g-2s Em - All All All

Hardware Mikrotik Ccr1036-8g-2s - All All All

Hardware Mikrotik Ccr1036-8g-2s - All All All

Hardware Mikrotik Ccr1036-8g-2s Em - All All All

Hardware Mikrotik Ccr1036-8g-2s Em - All All All

Hardware Mikrotik Ccr1072-1g-8s - All All All

Hardware Mikrotik Ccr1072-1g-8s - All All All

Hardware Mikrotik Ccr1072-1g-8s - All All All

Hardware Mikrotik Hex - All All All

Hardware Mikrotik Hex - All All All

Hardware Mikrotik Hex Lite - All All All

Hardware Mikrotik Hex Lite - All All All

Hardware Mikrotik Hex Poe - All All All

Hardware Mikrotik Hex Poe - All All All

Hardware Mikrotik Hex Poe Lite - All All All

Hardware Mikrotik Hex Poe Lite - All All All

Hardware Mikrotik Hex S - All All All

Hardware Mikrotik Hex S - All All All

Hardware Mikrotik Powerbox - All All All

Hardware Mikrotik Powerbox - All All All

Hardware Mikrotik Powerbox Pro - All All All

Hardware Mikrotik Powerbox Pro - All All All

Hardware Mikrotik Rb1100ahx4 - All All All

Hardware Mikrotik Rb1100ahx4 - All dude All

Hardware Mikrotik Rb1100ahx4 - All All All

Hardware Mikrotik Rb1100ahx4 - All dude All

Hardware Mikrotik Rb2011il-in - All All All

Hardware Mikrotik Rb2011il-in - All All All

Hardware Mikrotik Rb2011il-rm - All All All

Hardware Mikrotik Rb2011il-rm - All All All

Hardware Mikrotik Rb2011ils-in - All All All

Hardware Mikrotik Rb2011ils-in - All All All

Hardware Mikrotik Rb2011uias-in - All All All

Hardware Mikrotik Rb2011uias-in - All All All

http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/ccr1036-8g-2s
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/ccr1036-8g-2s_em
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/ccr1036-8g-2s
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/ccr1036-8g-2s
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/ccr1036-8g-2s_em
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/ccr1036-8g-2s_em
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/ccr1072-1g-8s
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/ccr1072-1g-8s
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/ccr1072-1g-8s
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/hex
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/hex
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/hex_lite
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/hex_lite
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/hex_poe
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/hex_poe
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/hex_poe_lite
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/hex_poe_lite
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/hex_s
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/hex_s
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/powerbox
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/powerbox
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/powerbox_pro
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/powerbox_pro
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/rb1100ahx4
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/rb1100ahx4
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/rb1100ahx4
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/rb1100ahx4
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/rb2011il-in
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/rb2011il-in
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/rb2011il-rm
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/rb2011il-rm
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/rb2011ils-in
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/rb2011ils-in
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/rb2011uias-in
http://cve.report/vendor/mikrotik
http://cve.report/software/mikrotik/rb2011uias-in


Hardware Mikrotik Rb2011uias-rm - All All All

Hardware Mikrotik Rb2011uias-rm - All All All

Hardware Mikrotik Rb3011uias-rm - All All All

Hardware Mikrotik Rb3011uias-rm - All All All

Hardware Mikrotik Rb4011igs Rm - All All All

Hardware Mikrotik Rb4011igs Rm - All All All

Hardware Mikrotik Rb4011igs Rm - All All All

Operating System Mikrotik Routeros All All All All

References

Reference Source Link Tags

v6.44.5 [long-term] is released! - MikroTik CONFIRM forum.mikrotik.com Vendor Advisory

MikroTik Routers and Wireless - Software MISC mikrotik.com Release Notes, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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