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Summary

CVE CVE-2019-13104

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-06 19:15:00 UTC

Updated 2022-04-18 16:04:00 UTC

Description In Das U-Boot versions 2016.11-rc1 through 2019.07-rc4, an underflow can cause memcpy() to overwrite a very large amount of data (including the whole stack) while reading a crafted ext4 filesystem.

Risk And Classification

Problem Types: CWE-787 | CWE-191

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Denx U-boot 2019.07 - All All

Application Denx U-boot 2019.07 rc1 All All

Application Denx U-boot 2019.07 rc2 All All

Application Denx U-boot 2019.07 rc3 All All

Application Denx U-boot 2019.07 rc4 All All

Application Denx U-boot 2019.07 - All All

Application Denx U-boot 2019.07 rc1 All All

Application Denx U-boot 2019.07 rc2 All All

Application Denx U-boot 2019.07 rc3 All All

Application Denx U-boot 2019.07 rc4 All All

Application Denx U-boot All All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All
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[security-announce] openSUSE-SU-2019:2233-1: moderate: Security update f SUSE lists.opensuse.org

Commits · u-boot/u-boot · GitHub MISC github.com Patch, Third Party Advisory

Description of CVE-2019-13103 through CVE-2019-13106 · GitHub MISC gist.github.com Third Party Advisory

[U-Boot] [PATCH 3/5] CVE-2019-13104: ext4: check for underflow in ext4fs_read_file MISC lists.denx.de Mailing List, Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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