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CVE CVE-2019-13114
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-30 23:15:00 UTC
Updated 2023-11-07 03:03:00 UTC
Description http.c in Exiv2 through 0.27.1 allows a malicious http server to cause a denial of service (crash due to a NULL pointer deref
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Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Debian Debian Linux 10.0 All All All

Application Exiv2 Exiv2 All All All All

Operating System Fedoraproject Fedora 30 All All All

Reference Source
myF5

USN-4056-1: Exiv2 vulnerabilities | Ubuntu security notices UBUNTU
[SECURITY] [DLA 3265-1] exiv2 security update MLIST

[SECURITY] Fedora 30 Update: exiv2-0.27.2-1.fc30 - package-announce - Fedora Mailing-Lists
support.f5.com/csp/article/K45429077 CONFIRM
[security-announce] openSUSE-SU-2020:0482-1: moderate: Security update f SUSE

Avoid null pointer exception due to NULL return value from strchr by kevinbackhouse - Pull Request #815 - Exiv2/exiv2 - GitHub ~ MISC
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[SECURITY] Fedora 30 Update: exiv2-0.27.2-1.fc30 - package-announce - Fedora Mailing-Lists

null pointer dereference in http.cpp - Issue #793 - Exiv2/exiv2 - GitHub
CONFIRM:https://support.f5.com/csp/article/K45429077 ?utm_source=f5support&amp;utm_medium=RSS
CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

181464 Debian Security Update for exiv2 (DLA 3265-1)

500893 Alpine Linux Security Update for exiv2

504727 Alpine Linux Security Update for exiv2

940399 AlmalLinux Security Update for exiv2 (ALSA-2020:1577)

960313 Rocky Linux Security Update for exiv2 (RLSA-2020:1577)
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