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Risk And Classification

Problem Types: CWE-843

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Languag
Apple Icloud All All All All
Apple Iphone Os All All All All
Apple ltunes All All All All
Apple Macos All All All All
Apple Mac Os X 10.12.6  security_update_2019-001 All All
Apple Mac Os X 10.12.6  security_update_2019-002 All All
Apple Mac Os X 10.12.6  security_update_2019-003 All All
Apple Mac Os X 10.13.6  security_update_2019-001 All All
Apple Mac Os X 10.13.6  security_update_2019-002 All All
Apple Mac Os X 10.13.6  security_update_2019-003 All All
Apple Tvos All All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Canonical Ubuntu Linux 19.10 All All All
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Operating System  Fedoraproject

Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Opensuse
Oracle
Xmlsoft

Xmisoft

Fedora

Active Ig Unified Manager

Active Ig Unified Manager

Cloud Backup

Clustered Data Ontap

E-series Performance Analyzer

E-series Santricity Management Plug-ins
E-series Santricity Os Controller
E-series Santricity Storage Manager
E-series Santricity Web Services
Oncommand Insight

Oncommand Workflow Automation
Ontap Select Deploy Administration Utility
Plug-in For Symantec Netbackup
Santricity Unified Manager

Steelstore Cloud Integrated Storage
Leap

Jdk

Libxslt

Libxslt

31

15.1

1.8.0

1.1.33

1.1.33

All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
update231
All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

Pony Mail!

Full Disclosure: APPLE-SA-2019-7-22-4 watchOS 5.3

Bugtraq: APPLE-SA-2019-7-22-1 i0S 12.4
Bugtraq: APPLE-SA-2019-7-23-2 iTunes for Windows 12.9.6
Bugtrag: APPLE-SA-2019-7-23-1 iCloud for Windows 7.13

oss-security - Nokogiri security update v1.10.5

15069 - oss-fuzz - OSS-Fuzz: Fuzzing the planet - Monorail

Full Disclosure: APPLE-SA-2019-8-13-2 Additional information for APPLE-SA-2019-7-22-1 i0S 12.4

Full Disclosure: APPLE-SA-2019-8-13-3 Additional information for APPLE-SA-2019-7-22-4 watchOS 5.3

Fix uninitialized read with UTF-8 grouping chars (6ce8de69) - Commits - GNOME / libxslt - GitLab

[SECURITY] Fedora 31 Update: libxslt-1.1.33-4.fc31 - package-announce - Fedora Mailing-Lists

[bookkeeper-issues] 20210628 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
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Full Disclosure: APPLE-SA-2019-7-23-3 iCloud for Windows 10.6

January 2020 Java Platform Standard Edition Vulnerabilities in NetApp Products | NetApp Product Security

Bugtragq: APPLE-SA-2019-8-13-1 Additional information for APPLE-SA-2019-7-22-2 macOS Mojave 10.14.6, Security Update 2019-004 High -
Full Disclosure: APPLE-SA-2019-8-13-4 Additional information for APPLE-SA-2019-7-22-5 tvOS 12.4

About the security content of iOS 12.4 - Apple Support

Bugtraq: APPLE-SA-2019-8-13-2 Additional information for APPLE-SA-2019-7-22-1 i0S 12.4

About the security content of macOS Mojave 10.14.6, Security Update 2019-004 High Sierra, Security Update 2019-004 Sierra - Apple Suppo
Bugtragq: APPLE-SA-2019-7-22-4 watchOS 5.3

Full Disclosure: APPLE-SA-2019-7-22-1 i0S 12.4

Login

Full Disclosure: APPLE-SA-2019-8-13-1 Additional information for APPLE-SA-2019-7-22-2 macOS Mojave 10.14.6, Security Update 2019-00¢
Full Disclosure: APPLE-SA-2019-7-23-1 iCloud for Windows 7.13

About the security content of watchOS 5.3 - Apple Support

July 2019 Libxslt Vulnerabilities in NetApp Products | NetApp Product Security

Full Disclosure: APPLE-SA-2019-7-22-5 tvOS 12.4

Bugtrag: APPLE-SA-2019-8-13-4 Additional information for APPLE-SA-2019-7-22-5 tvOS 12.4

USN-4164-1: Libxslt vulnerabilities | Ubuntu security notices | Ubuntu

Pony Mail!

[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
Full Disclosure: APPLE-SA-2019-7-23-2 iTunes for Windows 12.9.6

[security-announce] openSUSE-SU-2020:0731-1: moderate: Security update f

Full Disclosure: APPLE-SA-2019-7-22-2 macOS Mojave 10.14.6, Security Update 2019-004 High Sierra, Security Update 2019-004 Sierra
Oracle Critical Patch Update Advisory - January 2020

About the security content of iCloud for Windows 7.13 - Apple Support

About the security content of tvOS 12.4 - Apple Support

About the security content of iTunes 12.9.6 for Windows - Apple Support

Bugtraq: APPLE-SA-2019-7-23-3 iCloud for Windows 10.6

Bugtraq: APPLE-SA-2019-8-13-3 Additional information for APPLE-SA-2019-7-22-4 watchOS 5.3

About the security content of iCloud for Windows 10.6 - Apple Support

[SECURITY] [DLA 1860-1] libxslt security update

[SECURITY] Fedora 31 Update: libxslt-1.1.33-4.fc31 - package-announce - Fedora Mailing-Lists

Bugtraq: APPLE-SA-2019-7-22-5 tvOS 12.4

CVE Program record

NVD vulnerability detail



http://seclists.org/fulldisclosure/2019/Jul/31
https://security.netapp.com/advisory/ntap-20200122-0003/
https://seclists.org/bugtraq/2019/Aug/21
http://seclists.org/fulldisclosure/2019/Aug/15
https://support.apple.com/kb/HT210346
https://seclists.org/bugtraq/2019/Aug/25
https://support.apple.com/kb/HT210348
https://seclists.org/bugtraq/2019/Jul/36
http://seclists.org/fulldisclosure/2019/Jul/23
https://oss-fuzz.com/testcase-detail/5197371471822848
http://seclists.org/fulldisclosure/2019/Aug/11
http://seclists.org/fulldisclosure/2019/Jul/37
https://support.apple.com/kb/HT210353
https://security.netapp.com/advisory/ntap-20190806-0004/
http://seclists.org/fulldisclosure/2019/Jul/26
https://seclists.org/bugtraq/2019/Aug/23
https://usn.ubuntu.com/4164-1/
https://lists.apache.org/thread.html/rf4c02775860db415b4955778a131c2795223f61cb8c6a450893651e4@%253Cissues.bookkeeper.apache.org%253E
https://lists.apache.org/thread.html/r58af02e294bd07f487e2c64ffc0a29b837db5600e33b6e698b9d696b%2540%253Cissues.bookkeeper.apache.org%253E
http://seclists.org/fulldisclosure/2019/Jul/38
http://lists.opensuse.org/opensuse-security-announce/2020-05/msg00062.html
http://seclists.org/fulldisclosure/2019/Jul/22
https://www.oracle.com/security-alerts/cpujan2020.html
https://support.apple.com/kb/HT210357
https://support.apple.com/kb/HT210351
https://support.apple.com/kb/HT210356
https://seclists.org/bugtraq/2019/Jul/40
https://seclists.org/bugtraq/2019/Aug/22
https://support.apple.com/kb/HT210358
https://lists.debian.org/debian-lts-announce/2019/07/msg00020.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/IOYJKXPQCUNBMMQJWYXOR6QRUJZHEDRZ/
https://seclists.org/bugtraq/2019/Jul/37
https://www.cve.org/CVERecord?id=CVE-2019-13118
https://nvd.nist.gov/vuln/detail/CVE-2019-13118

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296080 Oracle Solaris 11.4 Support Repository Update (SRU) 13.4.0 Missing (CPUJUL2019)
372444 Tableau Server and Desktop Multiple Vulnerabilities (Important-ADV-2020-009)
375811 Azul Java Multiple Vulnerabilities Security Update January 2020

500354 Alpine Linux Security Update for libxslt

504118 Alpine Linux Security Update for libxslt
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