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Summary

CVE CVE-2019-13127

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-01 15:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description An issue was discovered in mxGraph through 4.0.0, related to the "draw.io Diagrams" plugin before 8.3.14 for Confluence and other products. Improper input validation/sanitization of a color field leads to XSS. This is associated with javascript/examples/grapheditor/www/js/Dialogs.js.

Risk And Classification

Problem Types: CWE-79 | CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Draw Draw.io Diagrams All All All All

Application Draw Draw.io Diagrams All All All All

Application Jgraph Mxgraph All All All All

References

Reference Source Link Tags

www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2019-032.txt MISC www.syss.de Exploit, Third Party Advisory

draw.io Diagrams for Confluence - Version history | Atlassian Marketplace MISC marketplace.atlassian.com Release Notes, Third Party Advisory

Added validation of input color codes · jgraph/mxgraph@76e8e28 · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995652 NodeJs (Npm) Security Update for mxgraph (GHSA-xm59-jvxm-cp3v)
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