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In ZeroMQ libzmq before 4.0.9, 4.1.x before 4.1.7, and 4.2.x before 4.3.2, a remote, unauthenticated client connecting to a
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Canonical Ubuntu Linux 19.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Canonical Ubuntu Linux 19.04 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 29 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 31 All All All
Zeromq Libzmqg All All All All

Zeromq Libzmg All All All All
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Reference Source Link

ZeroMQ libzmqg CVE-2019-13132 Stack Buffer Overflow Vulnerability BID www.securityfocus.con
[SECURITY] Fedora 31 Update: zeromqg-4.3.2-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 30 Update: zeromg-4.3.2-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
oss-security - CVE-2019-13132: zeromg/libzmq: denial of service via stack overflow with arbitrary data MLIST www.openwall.com
Releases - zeromg/libzmq - GitHub CONFIRM  github.com
[security-announce] openSUSE-SU-2019:1767-1: important: Security update SUSE lists.opensuse.org
[SECURITY] Fedora 31 Update: zeromqg-4.3.2-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
ZeroMQ: Arbitrary code execution (GLSA 201908-17) — Gentoo security GENTOO  security.gentoo.org
Debian -- Security Information -- DSA-4477-1 zeromg3 DEBIAN www.debian.org
[SECURITY] Fedora 29 Update: zeromqg-4.1.7-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
USN-4050-1: ZeroMQ vulnerability | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com
Bugtraqg: [SECURITY] [DSA 4477-1] zeromq3 security update BUGTRAQ seclists.org
CVE-2019-13132: denial of service via stack overflow - Issue #3558 - zeromq/libzmgq - GitHub CONFIRM  github.com
[SECURITY] [DLA 1849-1] zeromq3 security update MLIST lists.debian.org
[SECURITY] Fedora 29 Update: zeromqg-4.1.7-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 30 Update: zeromqg-4.3.2-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500829 Alpine Linux Security Update for zeromq
504566 Alpine Linux Security Update for zeromq
690129 Free Berkeley Software Distribution (FreeBSD) Security Update for libzmqg4 (6954a2b0-bda8-11eb-a04e-641c67a117d8)

710143 Gentoo Linux ZeroMQ Arbitrary code execution Vulnerability (GLSA 201908-17)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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