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Summary

CVE CVE-2019-13132

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-10 19:15:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description In ZeroMQ libzmq before 4.0.9, 4.1.x before 4.1.7, and 4.2.x before 4.3.2, a remote, unauthenticated client connecting to a libzmq application, running with a socket listening with CURVE encryption/authentication enabled, may cause a stack overflow and overwrite the stack with arbitrary data, due to a buffer overflow in the library. Users running public servers with the above configuration are highly encouraged to upgrade as soon as possible, as there are no known mitigations.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Zeromq Libzmq All All All All

Application Zeromq Libzmq All All All All
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Application Zeromq Libzmq All All All All

References

Reference Source Link

ZeroMQ libzmq CVE-2019-13132 Stack Buffer Overflow Vulnerability BID www.securityfocus.com

[SECURITY] Fedora 31 Update: zeromq-4.3.2-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 30 Update: zeromq-4.3.2-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

oss-security - CVE-2019-13132: zeromq/libzmq: denial of service via stack overflow with arbitrary data MLIST www.openwall.com

Releases · zeromq/libzmq · GitHub CONFIRM github.com

[security-announce] openSUSE-SU-2019:1767-1: important: Security update SUSE lists.opensuse.org

[SECURITY] Fedora 31 Update: zeromq-4.3.2-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

ZeroMQ: Arbitrary code execution (GLSA 201908-17) — Gentoo security GENTOO security.gentoo.org

Debian -- Security Information -- DSA-4477-1 zeromq3 DEBIAN www.debian.org

[SECURITY] Fedora 29 Update: zeromq-4.1.7-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

USN-4050-1: ZeroMQ vulnerability | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

Bugtraq: [SECURITY] [DSA 4477-1] zeromq3 security update BUGTRAQ seclists.org

CVE-2019-13132: denial of service via stack overflow · Issue #3558 · zeromq/libzmq · GitHub CONFIRM github.com

[SECURITY] [DLA 1849-1] zeromq3 security update MLIST lists.debian.org

[SECURITY] Fedora 29 Update: zeromq-4.1.7-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 30 Update: zeromq-4.3.2-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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500829 Alpine Linux Security Update for zeromq

504566 Alpine Linux Security Update for zeromq

690129 Free Berkeley Software Distribution (FreeBSD) Security Update for libzmq4 (6954a2b0-bda8-11eb-a04e-641c67a117d8)

710143 Gentoo Linux ZeroMQ Arbitrary code execution Vulnerability (GLSA 201908-17)
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