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Summary

CVE CVE-2019-13161

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-12 20:15:00 UTC

Updated 2022-06-01 19:58:00 UTC

Description An issue was discovered in Asterisk Open Source through 13.27.0, 14.x and 15.x through 15.7.2, and 16.x through 16.4.0, and Certified Asterisk through 13.21-cert3. A pointer dereference in chan_sip while handling SDP negotiation allows an attacker to crash Asterisk when handling an SDP answer to an outgoing T.38 re-invite. To exploit this vulnerability an attacker must cause the chan_sip module to send a T.38 re-invite request to them. Upon receipt, the attacker must send an SDP answer containing both a T.38 UDPTL stream and another media stream containing only a codec (which is not permitted according to the chan_sip configuration).

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Digium Asterisk All All All All

Application Digium Asterisk All All All All

Application Digium Certified Asterisk 1.8.0.0 - All All

Application Digium Certified Asterisk 1.8.0.0 beta1 All All

Application Digium Certified Asterisk 1.8.0.0 beta2 All All

Application Digium Certified Asterisk 1.8.0.0 beta3 All All

Application Digium Certified Asterisk 1.8.0.0 beta4 All All

Application Digium Certified Asterisk 1.8.0.0 beta5 All All

Application Digium Certified Asterisk 1.8.0.0 rc1 All All

Application Digium Certified Asterisk 1.8.0.0 rc2 All All

Application Digium Certified Asterisk 1.8.0.0 rc3 All All

Application Digium Certified Asterisk 1.8.0.0 rc4 All All

Application Digium Certified Asterisk 1.8.0.0 rc5 All All

Application Digium Certified Asterisk 1.8.1.0 - All All

Application Digium Certified Asterisk 1.8.1.0 rc1 All All
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Application Digium Certified Asterisk 1.8.1.0 rc1 All All

Application Digium Certified Asterisk 1.8.10.0 - All All

Application Digium Certified Asterisk 1.8.10.0 rc1 All All

Application Digium Certified Asterisk 1.8.10.0 rc2 All All

Application Digium Certified Asterisk 1.8.10.0 rc3 All All

Application Digium Certified Asterisk 1.8.10.0 rc4 All All

Application Digium Certified Asterisk 1.8.11 cert All All

Application Digium Certified Asterisk 1.8.11 cert1 All All

Application Digium Certified Asterisk 1.8.11 cert10 All All

Application Digium Certified Asterisk 1.8.11 cert2 All All

Application Digium Certified Asterisk 1.8.11 cert3 All All

Application Digium Certified Asterisk 1.8.11 cert3-rc1 All All

Application Digium Certified Asterisk 1.8.11 cert3-rc2 All All

Application Digium Certified Asterisk 1.8.11 cert4 All All

Application Digium Certified Asterisk 1.8.11 cert5 All All

Application Digium Certified Asterisk 1.8.11 cert5-rc1 All All

Application Digium Certified Asterisk 1.8.11 cert5-rc2 All All

Application Digium Certified Asterisk 1.8.11 cert6 All All

Application Digium Certified Asterisk 1.8.11 cert7 All All

Application Digium Certified Asterisk 1.8.11 cert8 All All

Application Digium Certified Asterisk 1.8.11 cert9 All All

Application Digium Certified Asterisk 1.8.11 cert9-rc1 All All

Application Digium Certified Asterisk 1.8.11.0 - All All

Application Digium Certified Asterisk 1.8.11.0 rc1 All All

Application Digium Certified Asterisk 1.8.11.0 rc2 All All

Application Digium Certified Asterisk 1.8.11.0 rc3 All All

Application Digium Certified Asterisk 1.8.12.0 - All All

Application Digium Certified Asterisk 1.8.12.0 rc1 All All

Application Digium Certified Asterisk 1.8.12.0 rc2 All All

Application Digium Certified Asterisk 1.8.12.0 rc3 All All

Application Digium Certified Asterisk 1.8.13.0 - All All

Application Digium Certified Asterisk 1.8.13.0 rc1 All All

Application Digium Certified Asterisk 1.8.13.0 rc2 All All

Application Digium Certified Asterisk 1.8.14.0 rc1 All All

Application Digium Certified Asterisk 1.8.14.0 rc2 All All

Application Digium Certified Asterisk 1.8.15 - All All
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Application Digium Certified Asterisk 1.8.15 cert1 All All

Application Digium Certified Asterisk 1.8.15 cert1-rc1 All All

Application Digium Certified Asterisk 1.8.15 cert1-rc2 All All

Application Digium Certified Asterisk 1.8.15 cert1-rc3 All All

Application Digium Certified Asterisk 1.8.15 cert1_rc1 All All

Application Digium Certified Asterisk 1.8.15 cert1_rc2 All All

Application Digium Certified Asterisk 1.8.15 cert1_rc3 All All

Application Digium Certified Asterisk 1.8.15 cert2 All All

Application Digium Certified Asterisk 1.8.15 cert3 All All

Application Digium Certified Asterisk 1.8.15 cert4 All All

Application Digium Certified Asterisk 1.8.15 cert5 All All

Application Digium Certified Asterisk 1.8.15 cert6 All All

Application Digium Certified Asterisk 1.8.15 cert7 All All

Application Digium Certified Asterisk 1.8.2.0 - All All

Application Digium Certified Asterisk 1.8.2.0 rc1 All All

Application Digium Certified Asterisk 1.8.28 All All All

Application Digium Certified Asterisk 1.8.28 cert1 All All

Application Digium Certified Asterisk 1.8.28 cert1-rc1 All All

Application Digium Certified Asterisk 1.8.28 cert2 All All

Application Digium Certified Asterisk 1.8.28 cert2 All All

Application Digium Certified Asterisk 1.8.28 cert3 All All

Application Digium Certified Asterisk 1.8.28 cert4 All All

Application Digium Certified Asterisk 1.8.28 cert5 All All

Application Digium Certified Asterisk 1.8.28.0 All All All

Application Digium Certified Asterisk 1.8.3.0 - All All

Application Digium Certified Asterisk 1.8.3.0 rc1 All All

Application Digium Certified Asterisk 1.8.3.0 rc2 All All

Application Digium Certified Asterisk 1.8.3.0 rc3 All All

Application Digium Certified Asterisk 1.8.4.0 - All All

Application Digium Certified Asterisk 1.8.4.0 rc1 All All

Application Digium Certified Asterisk 1.8.4.0 rc2 All All

Application Digium Certified Asterisk 1.8.4.0 rc3 All All

Application Digium Certified Asterisk 1.8.5.0 - All All

Application Digium Certified Asterisk 1.8.5.0 rc1 All All

Application Digium Certified Asterisk 1.8.6.0 - All All

Application Digium Certified Asterisk 1.8.6.0 rc1 All All
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Application Digium Certified Asterisk 1.8.6.0 rc1 All All

Application Digium Certified Asterisk 1.8.6.0 rc2 All All

Application Digium Certified Asterisk 1.8.6.0 rc3 All All

Application Digium Certified Asterisk 1.8.7.0 - All All

Application Digium Certified Asterisk 1.8.7.0 rc1 All All

Application Digium Certified Asterisk 1.8.7.0 rc2 All All

Application Digium Certified Asterisk 1.8.8.0 - All All

Application Digium Certified Asterisk 1.8.8.0 rc1 All All

Application Digium Certified Asterisk 1.8.8.0 rc2 All All

Application Digium Certified Asterisk 1.8.8.0 rc3 All All

Application Digium Certified Asterisk 1.8.8.0 rc4 All All

Application Digium Certified Asterisk 1.8.8.0 rc5 All All

Application Digium Certified Asterisk 1.8.9.0 - All All

Application Digium Certified Asterisk 1.8.9.0 rc1 All All

Application Digium Certified Asterisk 1.8.9.0 rc2 All All

Application Digium Certified Asterisk 1.8.9.0 rc3 All All

Application Digium Certified Asterisk 11.0.0 All All All

Application Digium Certified Asterisk 11.0.0 rc1 All All

Application Digium Certified Asterisk 11.0.0 rc2 All All

Application Digium Certified Asterisk 11.1.0 All All All

Application Digium Certified Asterisk 11.1.0 rc1 All All

Application Digium Certified Asterisk 11.1.0 rc2 All All

Application Digium Certified Asterisk 11.1.0 rc3 All All

Application Digium Certified Asterisk 11.2 cert1 All All

Application Digium Certified Asterisk 11.2 cert1-rc2 All All

Application Digium Certified Asterisk 11.2 cert2 All All

Application Digium Certified Asterisk 11.2 cert3 All All

Application Digium Certified Asterisk 11.3.0 All All All

Application Digium Certified Asterisk 11.3.0 rc1 All All

Application Digium Certified Asterisk 11.3.0 rc2 All All

Application Digium Certified Asterisk 11.4.0 All All All

Application Digium Certified Asterisk 11.4.0 rc1 All All

Application Digium Certified Asterisk 11.4.0 rc2 All All

Application Digium Certified Asterisk 11.4.0 rc3 All All

Application Digium Certified Asterisk 11.5.0 All All All

Application Digium Certified Asterisk 11.5.0 rc1 All All
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Application Digium Certified Asterisk 11.5.0 rc2 All All

Application Digium Certified Asterisk 11.6 cert1 All All

Application Digium Certified Asterisk 11.6 cert1 All All

Application Digium Certified Asterisk 11.6 cert1-rc1 All All

Application Digium Certified Asterisk 11.6 cert1-rc2 All All

Application Digium Certified Asterisk 11.6 cert10 All All

Application Digium Certified Asterisk 11.6 cert11 All All

Application Digium Certified Asterisk 11.6 cert12 All All

Application Digium Certified Asterisk 11.6 cert12 All All

Application Digium Certified Asterisk 11.6 cert13 All All

Application Digium Certified Asterisk 11.6 cert13 All All

Application Digium Certified Asterisk 11.6 cert14 All All

Application Digium Certified Asterisk 11.6 cert14 All All

Application Digium Certified Asterisk 11.6 cert14-rc1 All All

Application Digium Certified Asterisk 11.6 cert14-rc2 All All

Application Digium Certified Asterisk 11.6 cert15 All All

Application Digium Certified Asterisk 11.6 cert15 All All

Application Digium Certified Asterisk 11.6 cert16 All All

Application Digium Certified Asterisk 11.6 cert17 All All

Application Digium Certified Asterisk 11.6 cert18 All All

Application Digium Certified Asterisk 11.6 cert1_rc1 All All

Application Digium Certified Asterisk 11.6 cert1_rc2 All All

Application Digium Certified Asterisk 11.6 cert2 All All

Application Digium Certified Asterisk 11.6 cert2 All All

Application Digium Certified Asterisk 11.6 cert3 All All

Application Digium Certified Asterisk 11.6 cert3 All All

Application Digium Certified Asterisk 11.6 cert4 All All

Application Digium Certified Asterisk 11.6 cert4 All All

Application Digium Certified Asterisk 11.6 cert5 All All

Application Digium Certified Asterisk 11.6 cert5 All All

Application Digium Certified Asterisk 11.6 cert6 All All

Application Digium Certified Asterisk 11.6 cert6 All All

Application Digium Certified Asterisk 11.6 cert7 All All

Application Digium Certified Asterisk 11.6 cert7 All All

Application Digium Certified Asterisk 11.6 cert8 All All
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Application Digium Certified Asterisk 11.6 cert8 All All

Application Digium Certified Asterisk 11.6 cert9 All All

Application Digium Certified Asterisk 11.6.0 All All All

Application Digium Certified Asterisk 11.6.0 - All All

Application Digium Certified Asterisk 11.6.0 rc1 All All

Application Digium Certified Asterisk 11.6.0 rc2 All All

Application Digium Certified Asterisk 13.1 cert1 All All

Application Digium Certified Asterisk 13.1 cert1-rc1 All All

Application Digium Certified Asterisk 13.1 cert1-rc3 All All

Application Digium Certified Asterisk 13.1 cert2 All All

Application Digium Certified Asterisk 13.1 cert3 All All

Application Digium Certified Asterisk 13.1 cert3-rc1 All All

Application Digium Certified Asterisk 13.1 cert4 All All

Application Digium Certified Asterisk 13.1 cert5 All All

Application Digium Certified Asterisk 13.1 cert6 All All

Application Digium Certified Asterisk 13.1 cert7 All All

Application Digium Certified Asterisk 13.1 cert8 All All

Application Digium Certified Asterisk 13.1.0 All All All

Application Digium Certified Asterisk 13.1.0 rc1 All All

Application Digium Certified Asterisk 13.1.0 rc2 All All

Application Digium Certified Asterisk 13.13 cert1-rc1 All All

Application Digium Certified Asterisk 13.13 cert1-rc2 All All

Application Digium Certified Asterisk 13.13 cert1-rc3 All All

Application Digium Certified Asterisk 13.13 cert1-rc4 All All

Application Digium Certified Asterisk 13.13 cert2 All All

Application Digium Certified Asterisk 13.13 cert3 All All

Application Digium Certified Asterisk 13.13 cert4 All All

Application Digium Certified Asterisk 13.13 cert5 All All

Application Digium Certified Asterisk 13.13 cert6 All All

Application Digium Certified Asterisk 13.13 cert7 All All

Application Digium Certified Asterisk 13.13 cert8 All All

Application Digium Certified Asterisk 13.13 cert9 All All

Application Digium Certified Asterisk 13.13-cert2 All All All

Application Digium Certified Asterisk 13.18 cert1 All All

Application Digium Certified Asterisk 13.18 cert1-rc1 All All

Application Digium Certified Asterisk 13.18 cert1-rc2 All All

http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk


Application Digium Certified Asterisk 13.18 cert1-rc2 All All

Application Digium Certified Asterisk 13.18 cert1-rc3 All All

Application Digium Certified Asterisk 13.18 cert2 All All

Application Digium Certified Asterisk 13.18 cert3 All All

Application Digium Certified Asterisk 13.18 cert4 All All

Application Digium Certified Asterisk 13.21 cert1 All All

Application Digium Certified Asterisk 13.21 cert1-rc1 All All

Application Digium Certified Asterisk 13.21 cert1-rc2 All All

Application Digium Certified Asterisk 13.21 cert2 All All

Application Digium Certified Asterisk 13.21 cert3 All All

Application Digium Certified Asterisk 13.8 cert1 All All

Application Digium Certified Asterisk 13.8 cert1-rc2 All All

Application Digium Certified Asterisk 13.8 cert1-rc3 All All

Application Digium Certified Asterisk 13.8 cert1_rc1 All All

Application Digium Certified Asterisk 13.8 cert1_rc2 All All

Application Digium Certified Asterisk 13.8 cert1_rc3 All All

Application Digium Certified Asterisk 13.8 cert2 All All

Application Digium Certified Asterisk 13.8 cert2-rc1 All All

Application Digium Certified Asterisk 13.8 cert2_rc1 All All

Application Digium Certified Asterisk 13.8 cert3 All All

Application Digium Certified Asterisk 13.8 cert4 All All

Application Digium Certified Asterisk 13.8.0 All All All

Application Digium Certified Asterisk 13.8.0 rc1 All All

Application Digium Certified Asterisk 1.8.0.0 - All All

Application Digium Certified Asterisk 1.8.0.0 beta1 All All

Application Digium Certified Asterisk 1.8.0.0 beta2 All All

Application Digium Certified Asterisk 1.8.0.0 beta3 All All

Application Digium Certified Asterisk 1.8.0.0 beta4 All All

Application Digium Certified Asterisk 1.8.0.0 beta5 All All

Application Digium Certified Asterisk 1.8.0.0 rc1 All All

Application Digium Certified Asterisk 1.8.0.0 rc2 All All

Application Digium Certified Asterisk 1.8.0.0 rc3 All All

Application Digium Certified Asterisk 1.8.0.0 rc4 All All

Application Digium Certified Asterisk 1.8.0.0 rc5 All All

Application Digium Certified Asterisk 1.8.1.0 - All All

Application Digium Certified Asterisk 1.8.1.0 rc1 All All
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Application Digium Certified Asterisk 1.8.10.0 - All All

Application Digium Certified Asterisk 1.8.10.0 rc1 All All

Application Digium Certified Asterisk 1.8.10.0 rc2 All All

Application Digium Certified Asterisk 1.8.10.0 rc3 All All

Application Digium Certified Asterisk 1.8.10.0 rc4 All All

Application Digium Certified Asterisk 1.8.11 cert All All

Application Digium Certified Asterisk 1.8.11 cert1 All All

Application Digium Certified Asterisk 1.8.11 cert10 All All

Application Digium Certified Asterisk 1.8.11 cert2 All All

Application Digium Certified Asterisk 1.8.11 cert3 All All

Application Digium Certified Asterisk 1.8.11 cert3-rc1 All All

Application Digium Certified Asterisk 1.8.11 cert3-rc2 All All

Application Digium Certified Asterisk 1.8.11 cert4 All All

Application Digium Certified Asterisk 1.8.11 cert5 All All

Application Digium Certified Asterisk 1.8.11 cert5-rc1 All All

Application Digium Certified Asterisk 1.8.11 cert5-rc2 All All

Application Digium Certified Asterisk 1.8.11 cert6 All All

Application Digium Certified Asterisk 1.8.11 cert7 All All

Application Digium Certified Asterisk 1.8.11 cert8 All All

Application Digium Certified Asterisk 1.8.11 cert9 All All

Application Digium Certified Asterisk 1.8.11 cert9-rc1 All All

Application Digium Certified Asterisk 1.8.11.0 - All All

Application Digium Certified Asterisk 1.8.11.0 rc1 All All

Application Digium Certified Asterisk 1.8.11.0 rc2 All All

Application Digium Certified Asterisk 1.8.11.0 rc3 All All

Application Digium Certified Asterisk 1.8.12.0 - All All

Application Digium Certified Asterisk 1.8.12.0 rc1 All All

Application Digium Certified Asterisk 1.8.12.0 rc2 All All

Application Digium Certified Asterisk 1.8.12.0 rc3 All All

Application Digium Certified Asterisk 1.8.13.0 - All All

Application Digium Certified Asterisk 1.8.13.0 rc1 All All

Application Digium Certified Asterisk 1.8.13.0 rc2 All All

Application Digium Certified Asterisk 1.8.14.0 rc1 All All

Application Digium Certified Asterisk 1.8.14.0 rc2 All All

Application Digium Certified Asterisk 1.8.15 - All All
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Application Digium Certified Asterisk 1.8.15 cert1 All All

Application Digium Certified Asterisk 1.8.15 cert1-rc1 All All

Application Digium Certified Asterisk 1.8.15 cert1-rc2 All All

Application Digium Certified Asterisk 1.8.15 cert1-rc3 All All

Application Digium Certified Asterisk 1.8.15 cert1_rc1 All All

Application Digium Certified Asterisk 1.8.15 cert1_rc2 All All

Application Digium Certified Asterisk 1.8.15 cert1_rc3 All All

Application Digium Certified Asterisk 1.8.15 cert2 All All

Application Digium Certified Asterisk 1.8.15 cert3 All All

Application Digium Certified Asterisk 1.8.15 cert4 All All

Application Digium Certified Asterisk 1.8.15 cert5 All All

Application Digium Certified Asterisk 1.8.15 cert6 All All

Application Digium Certified Asterisk 1.8.15 cert7 All All

Application Digium Certified Asterisk 1.8.2.0 - All All

Application Digium Certified Asterisk 1.8.2.0 rc1 All All

Application Digium Certified Asterisk 1.8.28 All All All

Application Digium Certified Asterisk 1.8.28 cert1 All All

Application Digium Certified Asterisk 1.8.28 cert1-rc1 All All

Application Digium Certified Asterisk 1.8.28 cert2 All All

Application Digium Certified Asterisk 1.8.28 cert2 All All

Application Digium Certified Asterisk 1.8.28 cert3 All All

Application Digium Certified Asterisk 1.8.28 cert4 All All

Application Digium Certified Asterisk 1.8.28 cert5 All All

Application Digium Certified Asterisk 1.8.28.0 All All All

Application Digium Certified Asterisk 1.8.3.0 - All All

Application Digium Certified Asterisk 1.8.3.0 rc1 All All

Application Digium Certified Asterisk 1.8.3.0 rc2 All All

Application Digium Certified Asterisk 1.8.3.0 rc3 All All

Application Digium Certified Asterisk 1.8.4.0 - All All

Application Digium Certified Asterisk 1.8.4.0 rc1 All All

Application Digium Certified Asterisk 1.8.4.0 rc2 All All

Application Digium Certified Asterisk 1.8.4.0 rc3 All All

Application Digium Certified Asterisk 1.8.5.0 - All All

Application Digium Certified Asterisk 1.8.5.0 rc1 All All

Application Digium Certified Asterisk 1.8.6.0 - All All

Application Digium Certified Asterisk 1.8.6.0 rc1 All All
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Application Digium Certified Asterisk 1.8.6.0 rc1 All All

Application Digium Certified Asterisk 1.8.6.0 rc2 All All

Application Digium Certified Asterisk 1.8.6.0 rc3 All All

Application Digium Certified Asterisk 1.8.7.0 - All All

Application Digium Certified Asterisk 1.8.7.0 rc1 All All

Application Digium Certified Asterisk 1.8.7.0 rc2 All All

Application Digium Certified Asterisk 1.8.8.0 - All All

Application Digium Certified Asterisk 1.8.8.0 rc1 All All

Application Digium Certified Asterisk 1.8.8.0 rc2 All All

Application Digium Certified Asterisk 1.8.8.0 rc3 All All

Application Digium Certified Asterisk 1.8.8.0 rc4 All All

Application Digium Certified Asterisk 1.8.8.0 rc5 All All

Application Digium Certified Asterisk 1.8.9.0 - All All

Application Digium Certified Asterisk 1.8.9.0 rc1 All All

Application Digium Certified Asterisk 1.8.9.0 rc2 All All

Application Digium Certified Asterisk 1.8.9.0 rc3 All All

Application Digium Certified Asterisk 11.0.0 All All All

Application Digium Certified Asterisk 11.0.0 rc1 All All

Application Digium Certified Asterisk 11.0.0 rc2 All All

Application Digium Certified Asterisk 11.1.0 All All All

Application Digium Certified Asterisk 11.1.0 rc1 All All

Application Digium Certified Asterisk 11.1.0 rc2 All All

Application Digium Certified Asterisk 11.1.0 rc3 All All

Application Digium Certified Asterisk 11.2 cert1 All All

Application Digium Certified Asterisk 11.2 cert1-rc2 All All

Application Digium Certified Asterisk 11.2 cert2 All All

Application Digium Certified Asterisk 11.2 cert3 All All

Application Digium Certified Asterisk 11.3.0 All All All

Application Digium Certified Asterisk 11.3.0 rc1 All All

Application Digium Certified Asterisk 11.3.0 rc2 All All

Application Digium Certified Asterisk 11.4.0 All All All

Application Digium Certified Asterisk 11.4.0 rc1 All All

Application Digium Certified Asterisk 11.4.0 rc2 All All

Application Digium Certified Asterisk 11.4.0 rc3 All All

Application Digium Certified Asterisk 11.5.0 All All All

Application Digium Certified Asterisk 11.5.0 rc1 All All

http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
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Application Digium Certified Asterisk 13.18 cert1-rc2 All All

Application Digium Certified Asterisk 13.18 cert1-rc3 All All

Application Digium Certified Asterisk 13.18 cert2 All All

Application Digium Certified Asterisk 13.18 cert3 All All

Application Digium Certified Asterisk 13.18 cert4 All All

Application Digium Certified Asterisk 13.21 cert1 All All
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Application Digium Certified Asterisk 13.21 cert2 All All

Application Digium Certified Asterisk 13.21 cert3 All All

Application Digium Certified Asterisk 13.8 cert1 All All

Application Digium Certified Asterisk 13.8 cert1-rc2 All All

Application Digium Certified Asterisk 13.8 cert1-rc3 All All

Application Digium Certified Asterisk 13.8 cert1_rc1 All All

Application Digium Certified Asterisk 13.8 cert1_rc2 All All

Application Digium Certified Asterisk 13.8 cert1_rc3 All All

Application Digium Certified Asterisk 13.8 cert2 All All

Application Digium Certified Asterisk 13.8 cert2-rc1 All All

Application Digium Certified Asterisk 13.8 cert2_rc1 All All

Application Digium Certified Asterisk 13.8 cert3 All All

Application Digium Certified Asterisk 13.8 cert4 All All

Application Digium Certified Asterisk 13.8.0 All All All

Application Digium Certified Asterisk 13.8.0 rc1 All All

References

Reference Source Link Tags

[SECURITY] [DLA 2969-1] asterisk security update MLIST lists.debian.org

[SECURITY] [DLA 2017-1] asterisk security update MLIST lists.debian.org

[ASTERISK-28465] Broken SDP can cause a segfault in a T.38 reINVITE - Digium/Asterisk JIRA CONFIRM issues.asterisk.org Issue Tracking, Vendor Advisory

AST-2019-003 CONFIRM downloads.digium.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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