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Summary

CVE CVE-2019-13163

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-07 23:15:00 UTC

Updated 2020-02-27 16:10:00 UTC

Description The Fujitsu TLS library allows a man-in-the-middle attack. This affects Interstage Application Development Cycle Manager V10 and other versions, Interstage Application Server V12 and other versions, Interstage Business Application Manager V2 and other versions, Interstage Information Integrator V11 and other versions, Interstage Job Workload Server V8, Interstage List Works V10 and other versions, Interstage Studio V12 and other versions, Interstage Web Server Express V11, Linkexpress V5, Safeauthor V3, ServerView Resource Orchestrator V3, Systemwalker Cloud Business Service Management V1, Systemwalker Desktop Keeper V15, Systemwalker Desktop Patrol V15, Systemwalker IT Change Manager V14, Systemwalker Operation Manager V16 and other versions, Systemwalker Runbook Automation V15 and other versions, Systemwalker Security Control V1, and Systemwalker Software Configuration Manager V15.

Risk And Classification

Problem Types: CWE-326

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Fujitsu Celsius - All All All

Hardware Fujitsu Celsius - All All All

Operating System Fujitsu Celsius Firmware - All All All

Operating System Fujitsu Celsius Firmware - All All All

Hardware Fujitsu Gp7000f - All All All

Hardware Fujitsu Gp7000f - All All All

Operating System Fujitsu Gp7000f Firmware - All All All

Operating System Fujitsu Gp7000f Firmware - All All All

Hardware Fujitsu Gps - All All All

Hardware Fujitsu Gps - All All All

Operating System Fujitsu Gps Firmware - All All All

Operating System Fujitsu Gps Firmware - All All All

Hardware Fujitsu Granpower 5000 - All All All

Hardware Fujitsu Granpower 5000 - All All All

Operating System Fujitsu Granpower 5000 Firmware - All All All

Operating System Fujitsu Granpower 5000 Firmware - All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.0 All All All
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Application Fujitsu Interstage Application Development Cycle Manager 10.0 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.0a All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.1 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.1 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.1.1 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.1.1 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.2 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.2 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.2.0 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.0 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.0 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.1 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.1 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.1a All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.1a All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.2 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.0 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.0a All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.1 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.1 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.1.1 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.1.1 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.2 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.2 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.2.0 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.0 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.0 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.1 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.1 All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.1a All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.1a All All All

Application Fujitsu Interstage Application Development Cycle Manager 10.3.2 All All All
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Application Fujitsu Interstage Application Server 10.1.0 All All All

Application Fujitsu Interstage Application Server 10.1.0 All All All

Application Fujitsu Interstage Application Server 11.0.0 All All All

Application Fujitsu Interstage Application Server 11.0.0 All All All

Application Fujitsu Interstage Application Server 11.0.0 All All All

Application Fujitsu Interstage Application Server 11.0.0 All All All

Application Fujitsu Interstage Application Server 11.1.0 All All All
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Application Fujitsu Interstage Application Server 8.0.0 All All All

Application Fujitsu Interstage Application Server 8.0.1 All All All

Application Fujitsu Interstage Application Server 8.0.1 All All All

Application Fujitsu Interstage Application Server 8.0.2 All All All

Application Fujitsu Interstage Application Server 8.0.2 All All All

Application Fujitsu Interstage Application Server 8.0.3 All All All
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Application Fujitsu Interstage Application Server 9.0.0 All All All

Application Fujitsu Interstage Application Server 9.0.0b All All All
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Application Fujitsu Interstage Application Server 10.0.0 All All All
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Application Fujitsu Triole Cloud Middle Set B Set 1.1.2 All All All

Application Fujitsu Triole Cloud Middle Set B Set 1.2.0 All All All

Application Fujitsu Triole Cloud Middle Set B Set 1.0.0 All All All

Application Fujitsu Triole Cloud Middle Set B Set 1.1.0 All All All

Application Fujitsu Triole Cloud Middle Set B Set 1.1.1 All All All

Application Fujitsu Triole Cloud Middle Set B Set 1.1.2 All All All

Application Fujitsu Triole Cloud Middle Set B Set 1.2.0 All All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All
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Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 - - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2008 r2 - All All

Operating System Microsoft Windows Server 2012 - All All All

Operating System Microsoft Windows Server 2012 - All All All

Operating System Microsoft Windows Server 2012 - All All All

Operating System Microsoft Windows Server 2012 - All All All

Operating System Microsoft Windows Server 2012 - All All All

Operating System Microsoft Windows Server 2012 - All All All

Operating System Microsoft Windows Server 2012 r2 All All All

Operating System Microsoft Windows Server 2012 r2 All All All

Operating System Microsoft Windows Server 2012 r2 All All All

Operating System Microsoft Windows Server 2012 - All All All

Operating System Microsoft Windows Server 2012 - All All All

Operating System Microsoft Windows Server 2012 - All All All

Operating System Microsoft Windows Server 2012 - All All All

Operating System Microsoft Windows Server 2012 - All All All

Operating System Microsoft Windows Server 2012 - All All All

Operating System Microsoft Windows Server 2012 r2 All All All

Operating System Microsoft Windows Server 2012 r2 All All All

Operating System Microsoft Windows Server 2012 r2 All All All

Operating System Microsoft Windows Server 2016 - All All All

Operating System Microsoft Windows Server 2016 - All All All

Operating System Microsoft Windows Server 2016 - All All All
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Operating System Microsoft Windows Server 2016 - All All All

Operating System Microsoft Windows Server 2016 - All All All

Operating System Microsoft Windows Server 2016 - All All All

Operating System Microsoft Windows Server 2016 - All All All

Operating System Microsoft Windows Server 2016 - All All All

Operating System Microsoft Windows Server 2016 - All All All

Operating System Microsoft Windows Server 2019 - All All All

Operating System Microsoft Windows Server 2019 - All All All

Operating System Microsoft Windows Server 2019 - All All All

Operating System Microsoft Windows Server 2019 - All All All

Operating System Microsoft Windows Server 2019 - All All All

Operating System Microsoft Windows Server 2019 - All All All

Operating System Microsoft Windows Server 2019 - All All All

Operating System Microsoft Windows Server 2019 - All All All

Operating System Microsoft Windows Small Business Server 2011 - All All All

Operating System Microsoft Windows Small Business Server 2011 - All All All

Operating System Microsoft Windows Small Business Server 2011 - All All All

Operating System Microsoft Windows Small Business Server 2011 - All All All

Operating System Oracle Solaris 9 All All All

Operating System Oracle Solaris 9 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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