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Summary

CVE CVE-2019-13194

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-13 19:15:00 UTC

Updated 2023-08-16 18:51:00 UTC

Description Some Brother printers (such as the HL-L8360CDW v1.20) were affected by different information disclosure vulnerabilities that provided sensitive information to an unauthenticated user who visits a specific URL.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Brother Ads-2400n - All All All

Operating System Brother Ads-2400n Firmware - All All All

Hardware Brother Ads-2800w - All All All

Operating System Brother Ads-2800w Firmware - All All All

Hardware Brother Ads-3000n - All All All

Operating System Brother Ads-3000n Firmware - All All All

Hardware Brother Ads-3600w - All All All

Operating System Brother Ads-3600w Firmware - All All All

Hardware Brother Dcp-1610w - All All All

Hardware Brother Dcp-1610we - All All All

Operating System Brother Dcp-1610we Firmware - All All All

Hardware Brother Dcp-1610wr - All All All

Operating System Brother Dcp-1610wr Firmware - All All All

Hardware Brother Dcp-1610wvb - All All All

Operating System Brother Dcp-1610wvb Firmware - All All All

Operating System Brother Dcp-1610w Firmware - All All All

Hardware Brother Dcp-1612w - All All All
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Hardware Brother Dcp-1612w - All All All

Hardware Brother Dcp-1612we - All All All

Operating System Brother Dcp-1612we Firmware - All All All

Hardware Brother Dcp-1612wr - All All All

Operating System Brother Dcp-1612wr Firmware - All All All

Hardware Brother Dcp-1612wvb - All All All

Operating System Brother Dcp-1612wvb Firmware - All All All

Operating System Brother Dcp-1612w Firmware - All All All

Hardware Brother Dcp-1615nw - All All All

Operating System Brother Dcp-1615nw Firmware - All All All

Hardware Brother Dcp-1616nw - All All All

Operating System Brother Dcp-1616nw Firmware - All All All

Hardware Brother Dcp-1617nw - All All All

Operating System Brother Dcp-1617nw Firmware - All All All

Hardware Brother Dcp-1618w - All All All

Operating System Brother Dcp-1618w Firmware - All All All

Hardware Brother Dcp-1622we - All All All

Operating System Brother Dcp-1622we Firmware - All All All

Hardware Brother Dcp-1623we - All All All

Operating System Brother Dcp-1623we Firmware - All All All

Hardware Brother Dcp-1623wr - All All All

Operating System Brother Dcp-1623wr Firmware - All All All

Hardware Brother Dcp-7180dn - All All All

Operating System Brother Dcp-7180dn Firmware - All All All

Hardware Brother Dcp-7195dw - All All All

Operating System Brother Dcp-7195dw Firmware - All All All

Hardware Brother Dcp-9030cdn - All All All

Operating System Brother Dcp-9030cdn Firmware - All All All

Hardware Brother Dcp-b7520dw - All All All

Operating System Brother Dcp-b7520dw Firmware - All All All

Hardware Brother Dcp-b7530dn - All All All

Operating System Brother Dcp-b7530dn Firmware - All All All

Hardware Brother Dcp-b7535dw - All All All

Operating System Brother Dcp-b7535dw Firmware - All All All

Hardware Brother Dcp-j1100dw - All All All

Operating System Brother Dcp-j1100dw Firmware - All All All
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Hardware Brother Dcp-j572dw - All All All

Operating System Brother Dcp-j572dw Firmware - All All All

Hardware Brother Dcp-j572n - All All All

Operating System Brother Dcp-j572n Firmware - All All All

Hardware Brother Dcp-j577n - All All All

Operating System Brother Dcp-j577n Firmware - All All All

Hardware Brother Dcp-j582n - All All All

Operating System Brother Dcp-j582n Firmware - All All All

Hardware Brother Dcp-j772dw - All All All

Operating System Brother Dcp-j772dw Firmware - All All All

Hardware Brother Dcp-j774dw - All All All

Operating System Brother Dcp-j774dw Firmware - All All All

Hardware Brother Dcp-j972n - All All All

Operating System Brother Dcp-j972n Firmware - All All All

Hardware Brother Dcp-j973n-b - All All All

Operating System Brother Dcp-j973n-b Firmware - All All All

Hardware Brother Dcp-j973n-w - All All All

Operating System Brother Dcp-j973n-w Firmware - All All All

Hardware Brother Dcp-j978n-b - All All All

Operating System Brother Dcp-j978n-b Firmware - All All All

Hardware Brother Dcp-j978n-w - All All All

Operating System Brother Dcp-j978n-w Firmware - All All All

Hardware Brother Dcp-j981n - All All All

Operating System Brother Dcp-j981n Firmware - All All All

Hardware Brother Dcp-j982n-b - All All All

Operating System Brother Dcp-j982n-b Firmware - All All All

Hardware Brother Dcp-j982n-w - All All All

Operating System Brother Dcp-j982n-w Firmware - All All All

Hardware Brother Dcp-j988njpn - All All All

Operating System Brother Dcp-j988njpn Firmware - All All All

Hardware Brother Dcp-l2520dw - All All All

Hardware Brother Dcp-l2520dwr - All All All

Operating System Brother Dcp-l2520dwr Firmware - All All All

Operating System Brother Dcp-l2520dw Firmware - All All All

Hardware Brother Dcp-l2530dw - All All All

Operating System Brother Dcp-l2530dw Firmware - All All All
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Operating System Brother Dcp-l2530dw Firmware - All All All

Hardware Brother Dcp-l2531dw - All All All

Operating System Brother Dcp-l2531dw Firmware - All All All

Hardware Brother Dcp-l2532dw - All All All

Operating System Brother Dcp-l2532dw Firmware - All All All

Hardware Brother Dcp-l2535dw - All All All

Operating System Brother Dcp-l2535dw Firmware - All All All

Hardware Brother Dcp-l2537dw - All All All

Operating System Brother Dcp-l2537dw Firmware - All All All

Hardware Brother Dcp-l2540dn - All All All

Hardware Brother Dcp-l2540dnr - All All All

Operating System Brother Dcp-l2540dnr Firmware - All All All

Operating System Brother Dcp-l2540dn Firmware - All All All

Hardware Brother Dcp-l2540dw - All All All

Hardware Brother Dcp-l2540dwjpn - All All All

Operating System Brother Dcp-l2540dwjpn Firmware - All All All
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