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A NULL Pointer Dereference in match_at() in regexec.c in Oniguruma 6.9.2 allows attackers to potentially cause denial of s
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Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 29 All All All
Operating System Fedoraproject Fedora 30 All All All
Operating System Fedoraproject Fedora 29 All All All
Operating System Fedoraproject Fedora 30 All All All
Application Oniguruma Project Oniguruma 6.9.2 - All All
Application Oniguruma Project Oniguruma 6.9.2 - All All

References |
Reference Source Link
[SECURITY] Fedora 29 Update: oniguruma-6.9.1-2.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproje

Fix CVE-2019-13225: problem in converting if-then-else pattern to byt... - kkos/oniguruma@c509265 - GitHub ~ CONFIRM  github.com

[SECURITY] Fedora 29 Update: oniguruma-6.9.1-2.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproje
[SECURITY] Fedora 30 Update: oniguruma-6.9.2-2.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproje
Oniguruma: Multiple vulnerabilities (GLSA 201911-03) — Gentoo security GENTOO  security.gentoo
[SECURITY] Fedora 30 Update: oniguruma-6.9.2-2.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproje
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377354 Alibaba Cloud Linux Security Update for oniguruma (ALINUX3-SA-2022:0070)
710120 Gentoo Linux Oniguruma Multiple vulnerabilities (GLSA 201911-03)

940250 AlmalLinux Security Update for php:7.3 (ALSA-2020:3662)

940424 AlmaLinux Security Update for oniguruma (ALSA-2020:4827)

960226 Rocky Linux Security Update for oniguruma (RLSA-2020:4827)

960421 Rocky Linux Security Update for php:7.3 (RLSA-2020:3662)
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