
CVE-2019-13232
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2019-13232

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-04 13:15:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description Info-ZIP UnZip 6.0 mishandles the overlapping of files inside a ZIP container, leading to denial of service (resource consumption), aka a "better zip bomb" issue.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Unzip Project Unzip 6.0 All All All

Application Unzip Project Unzip 6.0 All All All

References

Reference Source Link Tags

[SECURITY] [DLA 1846-2] unzip regression update MLIST lists.debian.org Third Party Advisory

A better zip bomb MISC www.bamsoftware.com Third Party Advisory

myF5 support.f5.com

support.f5.com/csp/article/K80311892 CONFIRM support.f5.com Third Party Advisory

[SECURITY] [DLA 1846-1] unzip security update MLIST lists.debian.org Mailing List, Third Party Advisory

GitHub - madler/unzip: Fork of InfoZIP UnZip 6.0 for new zip bomb detection patch MISC github.com Product, Release Notes, Third Party Advisory

CVE-2019-13232 Info-ZIP UnZip Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com Third Party Advisory

UnZip: User-assisted execution of arbitrary code (GLSA 202003-58) — Gentoo security GENTOO security.gentoo.org Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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375668 F5 BIG-IP ASM,LTM,APM BIG-IP InfoZIP Vulnerability (K80311892)

377265 Alibaba Cloud Linux Security Update for unzip (ALINUX2-SA-2020:0044)

377564 Alibaba Cloud Linux Security Update for unzip (ALINUX3-SA-2022:0051)

500711 Alpine Linux Security Update for unzip

504484 Alpine Linux Security Update for unzip

900280 CBL-Mariner Linux Security Update for unzip 6.0

901426 Common Base Linux Mariner (CBL-Mariner) Security Update for unzip (6943-1)

903646 Common Base Linux Mariner (CBL-Mariner) Security Update for unzip (1813)

940056 AlmaLinux Security Update for unzip (ALSA-2020:1787)
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