
CVE-2019-13287
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2019-13287

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-04 22:15:00 UTC

Updated 2019-07-09 19:07:00 UTC

Description In Xpdf 4.01.01, there is an out-of-bounds read vulnerability in the function SplashXPath::strokeAdjust() located at splash/SplashXPath.cc. It can, for example, be triggered by sending a crafted PDF document to the pdftoppm tool. It might allow an attacker to cause Information Disclosure. This is related to CVE-2018-16368.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Glyphandcog Xpdfreader 4.01.01 All All All

Application Glyphandcog Xpdfreader 4.01.01 All All All

References

Reference Source Link Tags

pocs/xpdf/out-of-bounds-read-in-SplashXPath__strokeAdjust at master · PanguL4b/pocs · GitHub MISC github.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

755141 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:4187-1)

755220 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:4362-1)

https://cve.report/
https://cve.report/CVE-2019-13287/mitre
https://cve.report/CVE-2019-13287/nist
https://cve.report/CVE-2019-13287/cve_org
https://cve.report/CVE-2019-13287.pdf
http://cve.report/vendor/glyphandcog
http://cve.report/software/glyphandcog/xpdfreader
http://cve.report/vendor/glyphandcog
http://cve.report/software/glyphandcog/xpdfreader
https://github.com/PanguL4b/pocs/tree/master/xpdf/out-of-bounds-read-in-SplashXPath__strokeAdjust
https://www.cve.org/CVERecord?id=CVE-2019-13287
https://nvd.nist.gov/vuln/detail/CVE-2019-13287
http://cve.report/qid/755141
http://cve.report/qid/755220
https://cve.report/


this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-13287
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


