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CVE CVE-2019-13345

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-05 16:15:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description The cachemgr.cgi web module of Squid through 4.7 has XSS via the user_name or auth parameter.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Squid-cache Squid All All All All

Reference Source Link

Red Hat Customer Portal - Access to 24x7 support and knowledge REDHAT access.redhat.com
Squid CVE-2019-13345 Multiple Cross Site Scripting Vulnerabilities BID www.securityfocus.
[SECURITY] [DLA 2278-1] squid3 security update MLIST lists.debian.org
[SECURITY] Fedora 29 Update: squid-4.8-2.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.o
[SECURITY] Fedora 30 Update: squid-4.8-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.o
[SECURITY] [DLA 1847-1] squid3 security update MLIST lists.debian.org
[SECURITY] Fedora 29 Update: squid-4.8-2.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.o
[security-announce] openSUSE-SU-2019:2540-1: important: Security update SUSE lists.opensuse.org
Bug 4957: Multiple XSS issues in cachemgr.cgi by yadij - Pull Request #429 - squid-cache/squid - GitHub ~ MISC github.com
Bugtrag: [SECURITY] [DSA 4507-1] squid security update BUGTRAQ seclists.org
[SECURITY] Fedora 30 Update: squid-4.8-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.o
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http://cve.report/software/squid-cache/squid
https://access.redhat.com/errata/RHSA-2019:3476
http://www.securityfocus.com/bid/109095
https://lists.debian.org/debian-lts-announce/2020/07/msg00009.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SPXN2CLAGN5QSQBTOV5IGVLDOQSRFNTZ/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/X2ERPHSPUGOYVVRPQRASQBFGS2EJISFC/
https://lists.debian.org/debian-lts-announce/2019/07/msg00006.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SPXN2CLAGN5QSQBTOV5IGVLDOQSRFNTZ/
http://lists.opensuse.org/opensuse-security-announce/2019-11/msg00053.html
https://github.com/squid-cache/squid/pull/429
https://seclists.org/bugtraq/2019/Aug/42
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/X2ERPHSPUGOYVVRPQRASQBFGS2EJISFC/

[SEGUIILY -l ITTUUTNIGE] UPETTIOUDE-OU-£U 1J. 100~ 1. H1IUUETALE. OEGUIILY UPULE |
USN-4059-2: Squid vulnerabilities | Ubuntu security notices
[security-announce] openSUSE-SU-2019:2541-1: important: Security update
Debian -- Security Information -- DSA-4507-1 squid

Bug 4957 — Multiple XSS issues in cachemgr.cgi

USN-4059-1: Squid vulnerabilities | Ubuntu security notices

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

500663 Alpine Linux Security Update for squid

504430 Alpine Linux Security Update for squid

940090 AlmaLinux Security Update for squid:4 (ALSA-2019:3476)

960215 Rocky Linux Security Update for squid:4 (RLSA-2019:3476)

© CVE.report 2026 |

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)

296079 Oracle Solaris 11.4 Support Repository Update (SRU) 15.5.0 Missing (CPUOCT2019)

377360 Alibaba Cloud Linux Security Update for squid:4 (ALINUX3-SA-2022:0124)

377527 Alibaba Cloud Linux Security Update for squid (ALINUX2-SA-2020:0046)

159662 Oracle Enterprise Linux Security Update for squid:4 security and bug fix update (ELSA-2019-3476)

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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