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CVE CVE-2019-13391
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-07 22:15:00 UTC
Updated 2020-09-08 00:15:00 UTC
Description In ImageMagick 7.0.8-50 Q16, ComplexImages in MagickCore/fourier.c has a heap-based buffer over-read because of incc

/ |

1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Imagemagick Imagemagick 7.0.8-50 q16 All All

Application Imagemagick Imagemagick 7.0.8-50 ql6 All All

Reference Source Link
[security-announce] openSUSE-SU-2019:1983-1: moderate: Security update f SUSE lists.opensuse.org
USN-4192-1: ImageMagick vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com
https://github.com/ImageMagick/ImageMagick/issues/1588 - ImageMagick/ImageMagick6@f6ffc70 - GitHub ~ MISC github.com
[SECURITY] [DLA 2366-1] imagemagick security update MLIST lists.debian.org
heap-buffer-overflow in MagickCore/fourier.c - Issue #1588 - ImageMagick/ImageMagick - GitHub MISC github.com
https://github.com/ImageMagick/ImageMagick/issues/1588 - ImageMagick/ImageMagick@7c2c5ba - GitHub  MISC github.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

q |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2019-13391/mitre
https://cve.report/CVE-2019-13391/nist
https://cve.report/CVE-2019-13391/cve_org
https://cve.report/CVE-2019-13391.pdf
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00069.html
https://usn.ubuntu.com/4192-1/
https://github.com/ImageMagick/ImageMagick6/commit/f6ffc702c6eecd963587273a429dcd608c648984
https://lists.debian.org/debian-lts-announce/2020/09/msg00007.html
https://github.com/ImageMagick/ImageMagick/issues/1588
https://github.com/ImageMagick/ImageMagick/commit/7c2c5ba5b8e3a0b2b82f56c71dfab74ed4006df7
https://www.cve.org/CVERecord?id=CVE-2019-13391
https://nvd.nist.gov/vuln/detail/CVE-2019-13391

296080 Oracle Solaris 11.4 Support Repository Update (SRU) 13.4.0 Missing (CPUJUL2019)
501006 Alpine Linux Security Update for imagemagick

501012 Alpine Linux Security Update for imagemagick6
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