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Certain versions of Zoom from Zoom contain the following vulnerability:

In the Zoom Client before 4.4.2 on macOS, remote attackers can
cause a denial of service (continual focus grabs) via a sequence of
invalid launch?action=join&confno= requests to localhost port 19421.

CVSS3 Score: 6.5 - MEDIUM

Attack
Vector 

Attack
Complexity

Privileges
Required

User
Interaction

NETWORK LOW NONE REQUIRED

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

UNCHANGED NONE NONE HIGH

CVSS2 Score: 4.3 - MEDIUM

Access
Vector

Access
Complexity

Authentication

NETWORK MEDIUM NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE NONE PARTIAL

CVE References

Description Tags Link

Response to Video-On Concern - Zoom Blog Vendor Advisory

blog.zoom.us

text/html

 MISC
blog.zoom.us/wordpress/2019/07/08/response-to-
video-on-concern/

Vendor Advisory  MISC

CVE-2019-13449 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as MEDIUM  severity.
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https://cve.report/
https://cve.report/CVE-2019-13449/mitre
https://cve.report/CVE-2019-13449/nist
https://cve.report/CVE-2019-13449/cve_org
https://cve.report/CVE-2019-13449.pdf
http://cve.report/software/zoom/zoom
http://cve.report/vendor/zoom
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://blog.zoom.us/wordpress/2019/07/08/response-to-video-on-concern/


← Previous ID Next ID→

assets.zoom.us

application/pdf

assets.zoom.us/docs/pdf/Zoom+Response+Video-
On+Vulnerability.pdf

951540 - chromium - An open-source project to help move the
web forward. - Monorail

Exploit

Third Party Advisory

bugs.chromium.org

text/html

 MISC
bugs.chromium.org/p/chromium/issues/detail?
id=951540

Zoom Zero Day: 4+ Million Webcams & maybe an RCE? Just
get them to visit your website!

Third Party Advisory

medium.com

text/html

 MISC medium.com/@jonathan.leitschuh/zoom-
zero-day-4-million-webcams-maybe-an-rce-just-get-
them-to-visit-your-website-ac75c83f4ef5

Zoom رتيوت ىلع  : "[Update] The July 9 patch to the Zoom app on
Mac devices detailed earlier on our blog is now live. Details on
the various fixes contained within it are explained, as well as
how to update the Zoom software. See blog post here:
https://t.co/56yDgoZf1U"

Third Party Advisory

nitter.domain.glass

text/html

 MISC
twitter.com/zoom_us/status/1148710712241295361

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Zoom Zoom All All All All

Application Zoom Zoom All All All All

No vendor comments have been submitted for this CVE
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