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Summary

CVE CVE-2019-13467

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-30 19:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Description: Western Digital SSD Dashboard before 2.5.1.0 and SanDisk SSD Dashboard before 2.5.1.0 applications are potentially vulnerable to man-in-the-middle attacks when the applications download resources from the Dashboard web service. This vulnerability may allow an attacker to substitute downloaded resources with arbitrary files.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sandisk Ssd Dashboard All All All All

Application Sandisk Ssd Dashboard All All All All

Application Westerndigital Ssd Dashboard All All All All

Application Westerndigital Ssd Dashboard All All All All

References

Reference Source Link Tags

WDC-19009 SanDisk and Western Digital SSD Dashboard Vulnerabilities | Western Digital CONFIRM www.westerndigital.com Patch, Vendor Advisory

WD Support MISC support.wdc.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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