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VE-2019-13504
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CVE-2019-13504

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2019-07-11 02:15:00 UTC

2023-01-13 16:19:00 UTC

There is an out-of-bounds read in Exiv2::Mrwimage::readMetadata in mrwimage.cpp in Exiv2 through 0.27.2.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type
Operating System

Operating System

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Exiv2 Exiv2 All All All All

Reference Source Link Ta
[SECURITY] [DLA 3265-1] exiv2 security update MLIST lists.debian.org

Integrating security into your DevOps Lifecycle | GitLab MISC fuzzit.dev

[SECURITY] [DLA 1855-1] exiv2 security update MLIST lists.debian.org

Add libFuzzer integration + report bug by yevgenypats - Pull Request #943 - Exiv2/exiv2 - GitHub ~ MISC github.com Ex
Exiv2 CVE-2019-13504 Remote Denial of Service Vulnerability BID www.securityfocus.com  Th
CVE Program record CVE.ORG www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca
4 |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings



https://cve.report/
https://cve.report/CVE-2019-13504/mitre
https://cve.report/CVE-2019-13504/nist
https://cve.report/CVE-2019-13504/cve_org
https://cve.report/api/cve/CVE-2019-13504.json
https://cve.report/CVE-2019-13504.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/exiv2
http://cve.report/software/exiv2/exiv2
https://lists.debian.org/debian-lts-announce/2023/01/msg00004.html
https://fuzzit.dev/2019/07/11/discovering-cve-2019-13504-cve-2019-13503-and-the-importance-of-api-fuzzing/
https://lists.debian.org/debian-lts-announce/2019/07/msg00015.html
https://github.com/Exiv2/exiv2/pull/943
http://www.securityfocus.com/bid/109117
https://www.cve.org/CVERecord?id=CVE-2019-13504
https://nvd.nist.gov/vuln/detail/CVE-2019-13504

181464 Debian Security Update for exiv2 (DLA 3265-1)
901388 Common Base Linux Mariner (CBL-Mariner) Security Update for exiv2 (7203)

902281 Common Base Linux Mariner (CBL-Mariner) Security Update for exiv2 (7203-1)
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