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Summary

CVE CVE-2019-13506

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-11 14:15:00 UTC

Updated 2019-07-18 12:51:00 UTC

Description @nuxt/devalue before 1.2.3, as used in Nuxt.js before 2.6.2, mishandles object keys, leading to XSS.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nuxtjs @nuxt/devalue All All All All

Application Nuxtjs Nuxt.js All All All All

Application Nuxtjs Nuxt.js All All All All

Application Nuxtjs @nuxt/devalue All All All All

Application Nuxtjs @nuxt/devalue All All All All

References

Reference Source Link Tags

chore(deps): update all non-major dependencies (#5529) · nuxt/nuxt.js@0d5dfe7 · GitHub MISC github.com Patch, Third Party Advisory

Release v1.2.3 · nuxt/devalue · GitHub MISC github.com Release Notes, Third Party Advisory

fix: escape unsafe key chars by pi0 · Pull Request #8 · nuxt/devalue · GitHub MISC github.com Patch, Third Party Advisory

Comparing c0776eb...8d14cd4 · nuxt/nuxt.js · GitHub MISC github.com Release Notes, Third Party Advisory

Release v2.6.2 · nuxt/nuxt.js · GitHub MISC github.com Release Notes, Third Party Advisory

Overview MISC www.npmjs.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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