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Summary

CVE CVE-2019-13509

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-18 16:15:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description In Docker CE and EE before 18.09.8 (as well as Docker EE before 17.06.2-ee-23 and 18.x before 18.03.1-ee-10), Docker Engine in debug mode may sometimes add secrets to the debug log. This applies to a scenario where docker stack deploy is run to redeploy a stack that includes (non external) secrets. It potentially applies to other API users of the stack API if they resend the secret.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Docker Docker All All All All

Application Docker Docker All All All All

Application Docker Docker 17.03.2 1 All All

Application Docker Docker 17.03.2 2 All All

Application Docker Docker 17.03.2 3 All All

Application Docker Docker 17.03.2 4 All All

Application Docker Docker 17.03.2 5 All All

Application Docker Docker 17.03.2 6 All All

Application Docker Docker 17.03.2 7 All All

Application Docker Docker 17.03.2 8 All All

Application Docker Docker 17.06.2 1 All All

Application Docker Docker 17.06.2 10 All All

Application Docker Docker 17.06.2 11 All All

Application Docker Docker 17.06.2 12 All All

Application Docker Docker 17.06.2 13 All All

Application Docker Docker 17.06.2 15 All All

Application Docker Docker 17.06.2 16 All All
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Application Docker Docker 17.06.2 16 All All

Application Docker Docker 17.06.2 17 All All

Application Docker Docker 17.06.2 18 All All

Application Docker Docker 17.06.2 19 All All

Application Docker Docker 17.06.2 2 All All

Application Docker Docker 17.06.2 20 All All

Application Docker Docker 17.06.2 21 All All

Application Docker Docker 17.06.2 22 All All

Application Docker Docker 17.06.2 3 All All

Application Docker Docker 17.06.2 4 All All

Application Docker Docker 17.06.2 5 All All

Application Docker Docker 17.06.2 6 All All

Application Docker Docker 17.06.2 7 All All

Application Docker Docker 17.06.2 8 All All

Application Docker Docker 17.06.2 9 All All

Application Docker Docker 18.03.1 1 All All

Application Docker Docker 18.03.1 2 All All

Application Docker Docker 18.03.1 3 All All

Application Docker Docker 18.03.1 4 All All

Application Docker Docker 18.03.1 5 All All

Application Docker Docker 18.03.1 6 All All

Application Docker Docker 18.03.1 7 All All

Application Docker Docker 18.03.1 8 All All

Application Docker Docker 18.03.1 9 All All

Application Docker Docker All All All All

Application Docker Docker All All All All

Application Docker Docker 17.03.2 1 All All

Application Docker Docker 17.03.2 2 All All

Application Docker Docker 17.03.2 3 All All

Application Docker Docker 17.03.2 4 All All

Application Docker Docker 17.03.2 5 All All

Application Docker Docker 17.03.2 6 All All

Application Docker Docker 17.03.2 7 All All

Application Docker Docker 17.03.2 8 All All

Application Docker Docker 17.06.2 1 All All

Application Docker Docker 17.06.2 10 All All
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Application Docker Docker 17.06.2 11 All All

Application Docker Docker 17.06.2 12 All All

Application Docker Docker 17.06.2 13 All All

Application Docker Docker 17.06.2 15 All All

Application Docker Docker 17.06.2 16 All All

Application Docker Docker 17.06.2 17 All All

Application Docker Docker 17.06.2 18 All All

Application Docker Docker 17.06.2 19 All All

Application Docker Docker 17.06.2 2 All All

Application Docker Docker 17.06.2 20 All All

Application Docker Docker 17.06.2 21 All All

Application Docker Docker 17.06.2 22 All All

Application Docker Docker 17.06.2 3 All All

Application Docker Docker 17.06.2 4 All All

Application Docker Docker 17.06.2 5 All All

Application Docker Docker 17.06.2 6 All All

Application Docker Docker 17.06.2 7 All All

Application Docker Docker 17.06.2 8 All All

Application Docker Docker 17.06.2 9 All All

Application Docker Docker 18.03.1 1 All All

Application Docker Docker 18.03.1 2 All All

Application Docker Docker 18.03.1 3 All All

Application Docker Docker 18.03.1 4 All All

Application Docker Docker 18.03.1 5 All All

Application Docker Docker 18.03.1 6 All All

Application Docker Docker 18.03.1 7 All All

Application Docker Docker 18.03.1 8 All All

Application Docker Docker 18.03.1 9 All All

References

Reference Source Link

Bugtraq: [SECURITY] [DSA 4521-1] docker.io security update BUGTRAQ seclists.org

[SECURITY] Fedora 29 Update: docker-1.13.1-68.git47e2230.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Debian -- Security Information -- DSA-4521-1 docker.io DEBIAN www.debian.org

[security-announce] openSUSE-SU-2019:2021-1: important: Security update SUSE lists.opensuse.org

[SECURITY] Fedora 29 Update: docker-1.13.1-68.git47e2230.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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[SECURITY] Fedora 30 Update: docker-1.13.1-68.git47e2230.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 30 Update: docker-1.13.1-68.git47e2230.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Docker Engine release notes | Docker Documentation MISC docs.docker.com

August 2019 Docker Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Docker CE and EE CVE-2019-13509 Information Disclosure Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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353055 Amazon Linux Security Advisory for docker : ALAS2NITRO-ENCLAVES-2021-003

353068 Amazon Linux Security Advisory for docker : ALAS2DOCKER-2021-003

500865 Alpine Linux Security Update for docker

504669 Alpine Linux Security Update for docker

900005 CBL-Mariner Linux Security Update for moby-buildx 0.4.1

902865 Common Base Linux Mariner (CBL-Mariner) Security Update for moby-buildx (4422)

994858 GO (Go) Security Update for github.com/docker/docker (GHSA-j249-ghv5-7mxv)
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