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CVE CVE-2019-1352
State PUBLIC
Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-24 21:15:00 UTC
Updated 2023-11-07 03:08:00 UTC
Description A remote code execution vulnerability exists when Git for Visual Studio improperly sanitizes input, aka 'Git for Visual Studio
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Visual Studio 2017 All All All All
Application Microsoft Visual Studio 2017 All All All All
Application Microsoft Visual Studio 2019 All All All All
Application Microsoft Visual Studio 2019 All All All All

References
Reference Source Link Tags
[security-announce] openSUSE-SU-2020:0123-1: important: Security update SUSE lists.opensuse.org
[security-announce] openSUSE-SU-2020:0598-1: moderate: Security update f SUSE lists.opensuse.org
Red Hat Customer Portal REDHAT  access.redhat.com
[ANNOUNCE] Git v2.24.1 and others - Junio C Hamano public-inbox.org
Git: Multiple vulnerabilities (GLSA 202003-30) — Gentoo security GENTOO  security.gentoo.org
[ANNOUNCE] Git v2.24.1 and others - Junio C Hamano MISC public-inbox.org
portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1352  MISC portal.msrc.microsoft.com  Patch, Vendor Advi
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
1 GEa|
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179136 Debian Security Update for libgit2 (DLA 2936-1)

296076 Oracle Solaris 11.4 Support Repository Update (SRU) 19.3.0 Missing (CPUJAN2020)
354769 Amazon Linux Security Advisory for git : ALAS2-2023-1943

500219 Alpine Linux Security Update for git

5010838 Alpine Linux Security Update for libgit2

501603 Alpine Linux Security Update for libgit2-1.0

502112 Alpine Linux Security Update for libgit2-1.1

503963 Alpine Linux Security Update for git

505001 Alpine Linux Security Update for libgit2

752654 SUSE Enterprise Linux Security Update for libgit2 (SUSE-SU-2022:3495-1)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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