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Summary

CVE CVE-2019-13555

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-13 23:15:00 UTC

Updated 2019-11-18 16:32:00 UTC

Description In Mitsubishi Electric MELSEC-Q Series Q03/04/06/13/26UDVCPU: serial number 21081 and prior, Q04/06/13/26UDPVCPU: serial number 21081 and prior, and Q03UDECPU, Q04/06/10/13/20/26/50/100UDEHCPU: serial number 21081 and prior, MELSEC-L Series L02/06/26CPU, L26CPU-BT: serial number 21101 and prior, L02/06/26CPU-P, L26CPU-PBT: serial number 21101 and prior, and L02/06/26CPU-CM, L26CPU-BT-CM: serial number 21101 and prior, a remote attacker can cause the FTP service to enter a denial-of-service condition dependent on the timing at which a remote attacker connects to the FTP server on the above CPU modules.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mitsubishielectric L02/06/26cpu - All All All

Hardware Mitsubishielectric L02/06/26cpu-cm - All All All

Operating System Mitsubishielectric L02/06/26cpu-cm Firmware All All All All

Hardware Mitsubishielectric L02/06/26cpu-p - All All All

Operating System Mitsubishielectric L02/06/26cpu-p Firmware All All All All

Operating System Mitsubishielectric L02/06/26cpu Firmware All All All All

Hardware Mitsubishielectric L02/06/26cpu - All All All

Hardware Mitsubishielectric L02/06/26cpu - All All All

Hardware Mitsubishielectric L02/06/26cpu-cm - All All All

Hardware Mitsubishielectric L02/06/26cpu-cm - All All All

Operating System Mitsubishielectric L02/06/26cpu-cm Firmware All All All All

Hardware Mitsubishielectric L02/06/26cpu-p - All All All

Hardware Mitsubishielectric L02/06/26cpu-p - All All All

Operating System Mitsubishielectric L02/06/26cpu-p Firmware All All All All

Operating System Mitsubishielectric L02/06/26cpu Firmware All All All All

Hardware Mitsubishielectric L26cpu-bt - All All All

Hardware Mitsubishielectric L26cpu-bt - All All All
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Hardware Mitsubishielectric L26cpu-bt - All All All

Hardware Mitsubishielectric L26cpu-bt-cm - All All All

Hardware Mitsubishielectric L26cpu-bt-cm - All All All

Operating System Mitsubishielectric L26cpu-bt-cm Firmware All All All All

Operating System Mitsubishielectric L26cpu-bt Firmware All All All All

Hardware Mitsubishielectric L26cpu-pbt - All All All

Hardware Mitsubishielectric L26cpu-pbt - All All All

Operating System Mitsubishielectric L26cpu-pbt Firmware All All All All

Hardware Mitsubishielectric Q03/04/06/13/26udvcpu - All All All

Operating System Mitsubishielectric Q03/04/06/13/26udvcpu Firmware All All All All

Hardware Mitsubishielectric Q03udecpu - All All All

Hardware Mitsubishielectric Q03udecpu - All All All

Operating System Mitsubishielectric Q03udecpu Firmware All All All All

Hardware Mitsubishielectric Q03/04/06/13/26udvcpu - All All All

Hardware Mitsubishielectric Q03/04/06/13/26udvcpu - All All All

Operating System Mitsubishielectric Q03/04/06/13/26udvcpu Firmware All All All All

Hardware Mitsubishielectric Q04/06/10/13/20/26/50/100udehcpu - All All All

Operating System Mitsubishielectric Q04/06/10/13/20/26/50/100udehcpu Firmware All All All All

Hardware Mitsubishielectric Q04/06/13/26udpvcpu - All All All

Operating System Mitsubishielectric Q04/06/13/26udpvcpu Firmware All All All All

Hardware Mitsubishielectric Q04/06/10/13/20/26/50/100udehcpu - All All All

Hardware Mitsubishielectric Q04/06/10/13/20/26/50/100udehcpu - All All All

Operating System Mitsubishielectric Q04/06/10/13/20/26/50/100udehcpu Firmware All All All All

Hardware Mitsubishielectric Q04/06/13/26udpvcpu - All All All

Hardware Mitsubishielectric Q04/06/13/26udpvcpu - All All All

Operating System Mitsubishielectric Q04/06/13/26udpvcpu Firmware All All All All

References

Reference Source Link Tags

Mitsubishi Electric MELSEC-Q Series and MELSEC-L Series CPU Modules | CISA MISC www.us-cert.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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