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CVE CVE-2019-13574
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-12 03:15:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description In lib/mini_magick/image.rb in MiniMagick before 4.9.4, a fetched remote image filename could cause remote command ex

4| A

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Minimagick Project Minimagick All All All All
Application Minimagick Project Minimagick All All All All

References |
Reference Source Link Tags
Page non trouvée — Benjamin Bouchet MISC benjamin-bouchet.com  Exploit, Third Party
[SECURITY] [DLA 1948-1] ruby-mini-magick security update MLIST lists.debian.org
Release v4.9.4 - minimagick/minimagick - GitHub MISC github.com Release Notes, Thir
Don't allow remote shell execution - minimagick/minimagick@4cd5081 - GitHub ~ MISC github.com Patch, Third Party A
Bugtrag: [SECURITY] [DSA 4481-1] ruby-mini-magick security update BUGTRAQ seclists.org Mailing List, Third P:
Debian -- Security Information -- DSA-4481-1 ruby-mini-magick DEBIAN www.debian.org Third Party Advisory
Comparing d484786...293f9bb - minimagick/minimagick - GitHub MISC github.com Patch, Third Party A
CVE Program record CVE.ORG  www.cve.org canonical
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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