VE-2019-1357

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2019-13578
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-15 16:15:00 UTC
Updated 2023-02-06 21:32:00 UTC
Description A SQL injection vulnerability exists in the Impress GiveWP Give plugin through 2.5.0 for WordPress. Successful exploitatior

/ |

1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Givewp Givewp All All All All

Application Impress Givewp All All All All

Reference Source Link Tags

fix: allow orderby only for whitelist columns - impress-org/givewp@894937d - GitHub MISC github.com Patch, Third Party .
chore: validate orderby param for payment query - impress-org/givewp@97b9b5f - GitHub ~ MISC github.com Patch, Third Party .
Give <= 2.5.0 - SQL Injection MISC wpvulndb.com

chore: validate order param for payment query - impress-org/givewp@d91f4c6 - GitHub MISC github.com Patch, Third Party .
Fortinet Discovers WordPress Give SQL Injection Vulnerability | FortiGuard MISC fortiguard.com  Third Party Advisot
CVE Program record CVE.ORG www.cve.org  canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
/| gl |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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