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CVE CVE-2019-13589
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-14 16:15:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description The paranoid2 gem 1.1.6 for Ruby, as distributed on RubyGems.org, included a code-execution backdoor inserted by a thir

/ |

1|

Risk And Classification

Problem Types: CWE-829

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Anjlab Paranoid2 1.1.6 All All All

Application Anjlab Paranoid2 1.1.6 All All All

Reference Source Link
Malicious Package in paranoid2 | Snyk MISC snyk.ic
paranoid2 version 1.1.6 is compromised and a malware, please yank! - Issue #2051 - rubygems/rubygems.org - GitHub ~ MISC github.
All versions of paranoid2 | RubyGems.org | your community gem host MISC rubyge
RubyGems 'paranoid2' CVE-2019-13589 Remote Code Execution Vulnerability BID WWW.S
CVE Program record CVE.ORG www.c
NVD vulnerability detail NVD nvd.nis
4 H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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