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Summary

CVE CVE-2019-13614

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-17 18:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description CMD_SET_CONFIG_COUNTRY in the TP-Link Device Debug protocol in TP-Link Archer C1200 1.0.0 Build 20180502 rel.45702 and earlier is prone to a stack-based buffer overflow, which allows a remote attacker to achieve code execution or denial of service by sending a crafted payload to the listening server.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Tp-link Archer C1200 - All All All

Hardware Tp-link Archer C1200 - All All All

Operating System Tp-link Archer C1200 Firmware 1.0.0 170413 All All

Operating System Tp-link Archer C1200 Firmware 1.0.0 180103 All All

Operating System Tp-link Archer C1200 Firmware 1.0.0 180123 All All

Operating System Tp-link Archer C1200 Firmware 1.0.0 20180502 All All

Operating System Tp-link Archer C1200 Firmware 1.0.0 170413 All All

Operating System Tp-link Archer C1200 Firmware 1.0.0 180103 All All

Operating System Tp-link Archer C1200 Firmware 1.0.0 180123 All All

Operating System Tp-link Archer C1200 Firmware 1.0.0 20180502 All All

References

Reference Source Link Tags

Page not found · GitHub Pages MISC fakhrizulkifli.github.io Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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