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CVE CVE-2019-13615
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-16 17:15:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description libebml before 1.3.6, as used in the MKV module in VideoLAN VLC Media Player binaries before 3.0.3, has a heap-based t

/ |

1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Videolan Vic Media Player All All All All

Application Videolan Vic Media Player All All All All

Reference Source Link

Check the max size to read before actually reading - Matroska-Org/libebmI@05beb69 - GitHub MISC github.com
#22474 (heap-buffer-overflow on demux_sys_t::FreeUnused) — VLC MISC trac.videolan.org
USN-4073-1: libEBML vulnerability | Ubuntu security notices UBUNTU  usn.ubuntu.com
Comparing release-1.3.5...release-1.3.6 - Matroska-Org/libebml - GitHub MISC github.com

Exit the max size loop when there's nothing left possible to find - Matroska-Org/libebml@b66ca47 - GitHub  MISC github.com
VideoLAN VLC CVE-2019-13615 Heap Based Buffer Overflow Vulnerability BID www.securityfocus.
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

q |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2019-13615/mitre
https://cve.report/CVE-2019-13615/nist
https://cve.report/CVE-2019-13615/cve_org
https://cve.report/CVE-2019-13615.pdf
http://cve.report/vendor/videolan
http://cve.report/software/videolan/vlc_media_player
http://cve.report/vendor/videolan
http://cve.report/software/videolan/vlc_media_player
https://github.com/Matroska-Org/libebml/commit/05beb69ba60acce09f73ed491bb76f332849c3a0
https://trac.videolan.org/vlc/ticket/22474
https://usn.ubuntu.com/4073-1/
https://github.com/Matroska-Org/libebml/compare/release-1.3.5...release-1.3.6
https://github.com/Matroska-Org/libebml/commit/b66ca475be967547af9a3784e720fbbacd381be6
http://www.securityfocus.com/bid/109304
https://www.cve.org/CVERecord?id=CVE-2019-13615
https://nvd.nist.gov/vuln/detail/CVE-2019-13615
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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