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CVE CVE-2019-13631
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2019-07-17 19:15:00 UTC
Updated 2023-11-07 03:03:00 UTC
Description In parse_hid_report_descriptor in drivers/input/tablet/gtco.c in the Linux kernel through 5.2.1, a malicious USB device can s

1|

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Operating System Linux Linux Kernel All All All

Language

All

References

Reference Source
[SECURITY] Fedora 30 Update: kernel-5.1.19-300.fc30 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4495-1 linux DEBIAN

[SECURITY] Fedora 29 Update: kernel-5.1.20-200.fc29 - package-announce - Fedora Mailing-Lists

July 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM
Linux kernel CVE-2019-13631 Local Security Bypass Vulnerability BID
Debian -- Security Information -- DSA-4497-1 linux DEBIAN
[security-announce] openSUSE-SU-2019:1924-1: important: Security update SUSE
Slackware Security Advisory - Slackware 14.2 kernel Updates ~ Packet Storm MISC
Bugtraqg: [SECURITY] [DSA 4495-1] linux security update BUGTRAQ
USN-4118-1: Linux kernel (AWS) vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU
Bugtragq: [slackware-security] Slackware 14.2 kernel (SSA:2019-226-01) BUGTRAQ

[SECURITY] Fedora 30 Update: kernel-5.1.19-300.fc30 - package-announce - Fedora Mailing-Lists FEDORA

USN-4115-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU

Link
lists.fedoraproject.org
www.debian.org
lists.fedoraproject.org
security.netapp.com
www.securityfocus.com
www.debian.org
lists.opensuse.org
packetstormsecurity.com
seclists.org
usn.ubuntu.com
seclists.org
lists.fedoraproject.org

usn.ubuntu.com


https://cve.report/
https://cve.report/CVE-2019-13631/mitre
https://cve.report/CVE-2019-13631/nist
https://cve.report/CVE-2019-13631/cve_org
https://cve.report/CVE-2019-13631.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/TUXTJSLIQBOJTQDMTUQTQKUWWAJLFVEY/
https://www.debian.org/security/2019/dsa-4495
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/KQ5BQKTI24DPSVKPOIMMGDTFKCF6ASXT/
https://security.netapp.com/advisory/ntap-20190806-0001/
http://www.securityfocus.com/bid/109291
https://www.debian.org/security/2019/dsa-4497
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00055.html
http://packetstormsecurity.com/files/154059/Slackware-Security-Advisory-Slackware-14.2-kernel-Updates.html
https://seclists.org/bugtraq/2019/Aug/13
https://usn.ubuntu.com/4118-1/
https://seclists.org/bugtraq/2019/Aug/26
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/TUXTJSLIQBOJTQDMTUQTQKUWWAJLFVEY/
https://usn.ubuntu.com/4115-1/

[SECURITY] Fedora 29 Update: kernel-5.1.20-200.fc29 - package-announce - Fedora Mailing-Lists
Bugtrag: [SECURITY] [DSA 4497-1] linux security update

[SECURITY] [DLA 1884-1] linux security update

[SECURITY] [DLA 1885-1] linux-4.9 security update

[security-announce] openSUSE-SU-2019:1923-1: important: Security update

USN-4147-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

Input: gtco - bounds check collection indent level - Patchwork

USN-4145-1: Linux kernel vulnerabilities | Ubuntu security notices

CVE Program record

NVD vulnerability detail

1

FEDORA

BUGTRAQ

MLIST

MLIST

SUSE

UBUNTU

MISC

UBUNTU

CVE.ORG

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

lists.fedoraproject.org
seclists.org
lists.debian.org
lists.debian.org
lists.opensuse.org
usn.ubuntu.com
patchwork.kernel.org
usn.ubuntu.com

www.cve.org

nvd.nist.gov

610318 Google Android February 2021 Security Patch Missing for Huawei EMUI
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https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/KQ5BQKTI24DPSVKPOIMMGDTFKCF6ASXT/
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