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CVE CVE-2019-13640
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-17 22:15:00 UTC
Updated 2023-11-07 03:03:00 UTC
Description In gBittorrent before 4.1.7, the function Application::runExternalProgram() located in app/application.cpp allows command ir

/ |

1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Qbittorrent Qbittorrent All All All All
Application Qbittorrent Qbittorrent All All All All
Reference

[SECURITY] Fedora 29 Update: gbittorrent-4.1.7-1.fc29 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 29 Update: gbittorrent-4.1.7-1.fc29 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: gbittorrent-4.1.7-1.fc30 - package-announce - Fedora Mailing-Lists

Debian -- Security Information -- DSA-4650-1 gbittorrent

[security-announce] openSUSE-SU-2019:2024-1: moderate: Security update f

[security-announce] openSUSE-SU-2019:2005-1: moderate: Security update f

Able to inject arbitrary commands when using "Run external program on torrent completion" - Issue #10925 - gbittorrent/qBittorrent - GitHub
[SECURITY] Fedora 30 Update: gbittorrent-4.1.7-1.fc30 - package-announce - Fedora Mailing-Lists

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

502349 Alpine Linux Security Update for gbittorrent

505338 Alpine Linux Security Update for gbittorrent
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